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1 Introduction

1.1 Purpose

This document describes interface specification of Telematics Software Development Kit (SDK) for
applications on Linux based automotive platforms.

1.2 Scope

Telematics SDK exposes a rich set of APIs conforming to C++11 standard which form the building blocks
to create stand-alone Telematics applications.

This document provides high level overview of Telematics SDK architecture and its APIs. Call flow
diagrams are provided for various APIs such as a Phone, Call, SMS, SIM Card Services, Audio, Location,
Remote Sim, Modem configuration etc.

This document assumes that the developers are familiar with Linux and C++11 programming.

1.3 Conventions

Function declarations, function names, type declarations, and code samples appear in a different font. For
example,

#include

Parameter directions are indicated as follows:

Parameters
in paramname indicates an input parameter.
out paramname indicates an output parameter.
in, out | paramname indicates a parameter used for both input and output.

Most APIs are asynchronous as underlying sub-systems such as telephony are asynchronous. API names
follow the convention of using prefix " get " for synchronous calls and " request " for asynchronous calls.
Asynchronous responses such as listener callbacks come on a different thread than the application thread.

1.4 SDK Versioning

The following convention is used for versioning the SDK releases

SDK version (major.minor.patch)

80-PF458-2 Rev. H MAY CONTAIN U.S. AND INTERNATIONAL EXPORT CONTROLLED INFORMATION 30



Telematics SDK Introduction

SDK_VERSION = 1.0.0
Major version: This number will be incremented whenever significant changes or features are introduced.

Minor version: This number will be incremented when smaller features with some new APIs are
introduced.

Patch version: If the release only contains bug fixes, but no API change then the patch version would be
incremented, No change in the actual API interface.

NOTE: Use telux::common:: Version::getSdkVersion() API to query the current version of SDK or refer the
VERSION file in the repository

1.5 Public API Status

Public APIs are introduced and removed (if necessary) in phases. This allows users of an existing API that
is being Deprecated to migrate. APIs will be marked with note indicating whether the API is subject to
change or if it is not recommended to use the APIL

as follows:
* Eval: This is a new API and is being evaluated. It is subject to change and could break backwards
compatibility.
* Obsolete: API is not preferred and a better alternative is available.

* Deprecated: API is not going to be supported in future releases. Clients should stop using this API.
Once an API has been marked as Deprecated, the API could be removed in future releases.
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2 Functional Overview
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Figure 2-1 SDK-Overview

2.1 Overview

The Telematics library runs in the user space of the Linux system. It interacts with Telephony services and
other sub-systems to provide various services like phone calls, SMS etc. These services are exposed by the
SDK through fixed public APIs that are available on all Telematics platforms that support SDK. The
Telematics APIs are grouped into the following functional modules:

Telephony

Telephony sub-system consists of APIs for functions related to Phone, Call, SMS and Signal Strength,
Network Selection and Serving System Management.

SIM Card Services

SIM Card services sub-system consists of APIs to perform SIM card operations such as Send APDU
messages to SIM card applications, SIM Access Profile(SAP) operations etc.

Location Services

Location Services sub-system consists of APIs to receive location details such as GNSS Positions, Satellite
Vehicle information, Jammer Data signals, nmea and measurements information. The location manager
sub-system also consists of APIs to get location system info, request energy consumed, get year of
hardware information, get terrestrial position information and cancel terrestrial position information.
LocationConfigurator allows general engine configurations (example: TUNC, PACE etc),configuration of
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specific engines like SPE (example: minSVElevation, minGPSWeek etc) or DRE, deletion of warm and
cold aiding data, NMEA configuration and support for XTRA feature.

Connection Management

Connection Management sub-system consists of APIs for establishing Cellular WAN/ Backhaul connection
sessions and for Connection Profile Management etc.

Audio Management

Audio Management sub-system consists of APIs for Audio management such as setting up audio streams,
switching devices on streams, apply volume/mute etc

Thermal Management

Thermal Management sub-system consists of APIs to get list of thermal zones, cooling devices and binding
information.

Thermal Shutdown Mangement

Thermal shutdown management sub-system consists of APIs to get/set the thermal auto-shutdown mode
and listen to its updates.

TCU Activity Management

TCU Activity Management sub-system consists of APIs to get TCU-activity state updates, set the
TCU-activity state, etc.

Remote SIM Services

Remote SIM sub-system consists of APIs that allow a device that does not have a SIM physically connected
to it to access a SIM remotely (e.g. over BT, Ethernet, etc.) and perform card operations on that SIM, such
as requesting reset, transmitting APDU messages, etc.

Modem Config Services

Modem Config sub-system consists of APIs that allow to request modem config files, load/delete a modem
config file from modem's storage, activate/deactivate a modem config file, get/set auto selection mode for
config files.

Data Network Management
Data Network Management sub-system consists of APIs to setup VLAN, static NAT, Firewall, Socks, etc.
Wlan Management

Wlan Management sub-system consists of APIs to configure, enable, set access point, station
configurations, etc.

Telematics SDK classes can be broadly divided into the following types:

* Factory - Factory classes are central classes such as PhoneFactory which can be used to create
Manager classes corresponding to their sub-systems such as PhoneManager.

* Manager - Manager classes such as PhoneManager to manage multiple Phone instances,
CardManager to manage multiple SIM Card instances etc.

* Observer/ Listener - Listener for unsolicited responses.

* Command Callback - Single-shot response callback for asynchronous API requests.
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* Logger - APIs to log messages, control the log levels.

2.2 Features

Telematics SDK provides APIs for the following features:

2.2.1 Call Management

CallManager, Phone and PhoneManager APIs of Telematics SDK provides call related control operations
such as

* Initiate a voice call

* Answer the incoming call

* Hold the call

* Hangup waiting, held or active call

CallManager and PhoneManager also provides additional functionality such as

» Allowing conference, and switch between waiting or holding call and active call
* Emergency Call (dial 112)

* Notifications about call state change

2.2.2 SMS
SMS Manager APIs of Telematics SDK provides SMS related functionality such as

* Sends and receives SMS messages of type GSM7, GSM8 and UCS2

2.2.3 SIM Card Services

The SIM Card operations are performed by CardManager and SapCardManager.
CardManager APIs of Telematics SDK perform operations on UICC card such as

* Open or close logical/basic channel to ICC card

* Transmit Application Protocol Data Unit (APDU) to the ICC Card over logical/basic channel
* Receive response APDU from the ICC Card with the status

* Notify about ICC card information change

SapCardManager APIs provides SIM Access Profile(SAP) related functionality such as

* Open or close SIM Access Profile(SAP) connection
* Transmit Application Protocol Data Unit (APDU) over SAP connection
* Receive response APDU over SAP connection

* Perform SAP operations such as Answer to Reset(ATR), SIM Power off, SIM Power On, SIM Reset
and fetch Card Reader status.
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2.2.4 Phone Information
Phone APIs of Telematics SDK provides phone related information such as

* Get Service state of phone i.e. EMERGENCY_ONLY, IN_SERVICE and OUT_OF_SERVICE

¢ Get Radio state of device i.e RADIO_STATE_OFF, RADIO_STATE_ON and
RADIO_STATE _UNAVAILABLE

* Retrieve the signal strength corresponding to the technology supported by SIM
¢ Device Identity
» Set or Request Operating Mode

* Subscription Information

2.2.5 Location Services

Location Services APIs of Telematics SDK provide the mechanism to register listener and to receive
location updates, satellite vehicle information, jammer signals, nmea and measurement updates. The
location manager sub-system also consists of APIs to get terrestrial position information and cancel
terrestrial position information. Following parameters are configurable through the APIs.

* Minimum time interval between two consecutive location reports.

* Minimum distance travelled after which the period between two consecutive location reports depends
on the interval specified.

LocationConfigurator allows general engine configurations (example: TUNC, PACE etc),configuration of
specific engines like SPE (example: minSVElevation, minGPSWeek etc) or DRE, deletion of warm and
cold aiding data, NMEA configuration and support for XTRA feature.

2.2.6 Data Services

Data Services APIs in the Telematics SDK used for cellular connectivity, modem profile management,
filters management, and networking.

Data Connection Manager APIs provide functionality such as

* start / stop data call
* listen for data call state changes

Data Profile Manager APIs provide functionality such as

* List available profiles in the modem
* Create / modify / delete / modify modem profiles
* Query for the selected profile

Data Filter Manager APIs provide functionality such as
» get/ set data filter mode per data call

» get/ set data filter mode for all data call in up state

* add / remove data filter per data call
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* add / remove data filter for all data call in up state

Data VLAN Manager APIs provide functionality such as

* Create / remove VLAN

* Query VLAN info

* Bind / unbind VLAN to PDN

* Query current VLAN to PDN mapping

Data Static LAN Manager APIs provide functionality such as

* Add/remove static LAN entry
* Request current static NAT entries

Data Firewall Manager APIs provide functionality such as

* Add/remove DMZ entry

* Query current DMZ entries

 Set Firewall configuration to enable / disable Firewall
* Query current status of Firewall

* Add/remove Firewall entry

* Query Firewall entry rules

Data Software Bridge Manager provides interface to enable packet acceleration for non-standard WLAN
and Ethernet physical interfaces. It facilitates to configure a software bridge between the interface and
Hardware accelerator. Its APIs provide functionality such as

* Add/remove a software bridge
* Query the software bridges configured in the system

* Enable / Disable the software bridge management

2.2.7 Network Selection and Serving System Management

Network Selection and Service System Management APIs in the Telematics SDK used for configuring the
networks and preferences

Network Selection Manager APIs provide functionality such as

* request or set network selection mode (Manual or Automatic)
« scan for available networks
* request or set preferred networks list

Serving System Manager APIs provide functionality such as

* request and set service domain preference and radio access technology mode preference for searching
and registering (CS/PS domain, RAT and operation mode)
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2.2.8 C-v2X

The C-V2X sub-system contains APIs that support Cellular-V2X operation.
Cellular-V2X APIs in the Telematics SDK include Cv2xRadioManager and Cv2xRadio interfaces.

Cv2xRadioManager provides an interface to a C-V2X capable modem. The API includes methods for

* Enabling C-V2X mode
* Disabling C-V2X mode
* Querying the status of C-V2X
» Updating the C-V2X configuration via a config XML file
Cv2xRadio abstracts a C-V2X radio channel. The API includes methods for

* Obtaining the current capabilities of the radio

¢ Listen for radio state changes

* Creating and Closing an RX subscription

* Creating and Closing a TX event-driven flow

* Creating and Closing a TX semi-persistent-scheduling (SPS) flow
* Updating TX SPS flow parameters

» Update Source L2 Info

2.2.9 Audio

The Audio subSystem contains of APIs that support Audio operation.

Audio APIs in the Telematics SDK include AudioManager, AudioStream, AudioVoiceStream,
AudioPlayStream, AudioCaptureStream interfaces.

AudioManager provides an interface for creation/deletion of audio stream. The API includes methods for

* Query readiness of subSystem

* Query supported "Device Types"
* Query supported "Stream Types"
* Creating Audio Stream

* Deleting Audio Stream

AudioStream abstracts the properties common to different stream types. The API includes methods for

* Query stream type

* Query routed device
* Set device

* Query volume details
* Set volume

* Query mute details
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¢ Set mute

AudioVoiceStream along with inheriting AudioStream, provides additional APIs to manage voice call
session as stated below.

* Start Voice Audio Operation
* Stop Voice Audio Operation
e Play DTMF tone

* Detect DTMF tone

AudioPlayStream along with inheriting AudioStream, provides additional APIs to manage audio play
session as stated below.

 write audio samples

* Write audio samples for compressed audio format
* Stop Audio for compressed audio format

* Play compressed format audio on voice paths

AudioCaptureStream along with inheriting AudioStream, provides additional APIs to manage audio capture
session as stated below.

* read audio samples

AudioLoopbackStream along with inheriting AudioStream, provides additional APIs to manage audio
loopback session as stated below.

* Start loopback
* Stop loopback

AudioToneGeneratorStream along with inheriting AudioStream, provides additional APIs to manage audio
tone generator session as stated below.

* Play tone
* Stop tone

Transcoder provides APIs to manage audio transcoder which is able to perform below operations.

¢ Convert one audio format to another

Audio SDK provides details of Supported "Device Types" and "Stream Types" in the Audio subSystem of
Reference Telematics platform.

“Device Type” encapsulates the type of device supported in Reference Telematics platform. The
representation of these devices would be made available via public header file
<usr/include/telux/audio/AudioDefines.hpp>.

Example: DEVICE_TYPE_XXXX
Internally SDK Device Type mapped to Audio HAL devices as per <ust/include/system/audio.h>.
In current release it is mapped per below table.

Current Device Mapping Table:
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SDK Audio Device Representation Audio HAL Representation
DEVICE_TYPE_SPEAKER AUDIO_DEVICE_OUT_SPEAKER
DEVICE_TYPE_MIC AUDIO_DEVICE_IN_BACK_MIC

However Device Mapping configurable as stated below. This configurability provides flexibility to map
different Audio HAL devices to SDK representation.

Update tel.conf file with below details before boot of system.

NUM_DEVICES specifies the number of device types supported

DEVICE_TYPE specifies the SDK type of each device (in comma separated values)

DEVICE_DIR specifies the device direction for each device in order above (in comma separated values)
AHAL_DEVICE_TYPE specifies the mapped Audio HAL type of each device (in comma separated values)
Example:

Note: The default values provided here are based on QTT's reference design.

NUM_DEVICES=6

DEVICE_TYPE=1,2,3,257,258,259

DEVICE_DIR=1,1,1,2,2,2

AHAL_DEVICE_TYPE=2,1,4,2147483776,2147483652,2147483664

For any stream types, maximum device supported would be one. Single stream per multiple devices not
supported. For voice stream Rx Device would decide corresponding Tx Device pair as decided by Audio
HAL.

NOTE FOR SYSTEM INTEGRATORS:

The mapping of Audio devices to Audio HAL devices is static currently based on QTI's Reference
Telematics platform. For custom platforms this mapping need to be updated.

“Stream Type” encapsulates the type of stream supported in Reference Telematics Platform. The
representation of these stream types made available via public header file
<usr/include/telux/audio/AudioDefines.hpp>.

Example: VOICE_CALL, PLAY, CAPTURE etc
Volume Support Table:

This table captures scenarios where the volume could be modified.

Stream Type Stream Direction (RX) Stream Direction (Tx)
VOICE_CALL Applicable Not Applicable
PLAY Applicable Not Applicable
CAPTURE Not Applicable Applicable
LOOPBACK Not Applicable Not Applicable
TONE_GENERATOR Not Applicable Not Applicable

In case QTI's reference design does not support volume for specific stream category, API responds with
error.
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Mute Support Table:

This table captures when stream could be muted and in which direction.

Stream Type Stream Direction (RX) Stream Direction (Tx)
VOICE_CALL Applicable Applicable
PLAY Applicable Not Applicable
CAPTURE Not Applicable Applicable
LOOPBACK Not Applicable Not Applicable
TONE_GENERATOR Not Applicable Not Applicable

In case QTI's reference design does not support mute for specific stream category, API responds with error.

2.2.10 Thermal Management

Thermal Management APIs in the Telematics SDK are used for reading thermal zone, cooling device and
binding information.

Thermal Management APIs provide functionality such as

 get thermal zones with thermal zone description, current temperature, trip points and binding info
* get cooling devices with cooling device type, maximum and current cooling level
* get thermal zone by 1d

* get cooling device by 1d

2.2.11 Thermal Shutdown Management

Thermal Shutdown Management APIs provide funtionality such as

* Query auto-shutdown mode.
* Set auto-shutdown mode.

* Get notifications on auto-shutdown mode updates.

2.2.12 TCU Activity Management

TCU-activity Manager APIs in Telematics SDK provides TCU-activity state related operations such as

* Query the current TCU-activity state
* Get notifications about the TCU-activity state changes

* Set the system to a desired activity state

2.2.13 Remote SIM

Remote SIM APIs in the Telematics SDK allow a device to use the WWAN capabilities of a SIM on
another device.

Remote SIM APIs provide functionality such as
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* Sending card events (reset, power up, errors) to the modem
» Sending/receiving APDU messages from/to the modem and remote SIM.

* Receiving operations from the modem (disconnect, power up, reset) to the remote SIM.
2.2.14 Modem Config Management

Modem Config APIs in the Telematics SDK provides modem config related functionalities such as

* Request modem config files from modem's storage.
* Load a modem config file to modem's storage.
* Activate/Deactivate a modem config file from modem's storage.

* Get Active config info details.

Get/Set config auto selection mode.
* Delete a modem config file from modem's storage.

* Ability to get notified whenever a SW config file is activated.

2.2.15 WIan Management
Wilan managemnt APIs in the Telematics SDK provides services related to WiFi functionalities such as

* Enable/Disable Wlan.

* Set/Request Wlan mode: number of access points and number of stations to be enabled.
* Request current Wlan status.

» Set/Request access points configuration.

* Request access point status

» Set/Request station configuration.

* Request station status

* Request list of devices connected to any access point.

* Restart hostapd and wpa_supplicant damemons

2.3 Security
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2.3.1 SELinux

SELinux is an access control framework provided by the Linux kernel. It provides a mechanism to
restrict/control access to system resources such as file nodes and sockets. SELinux framework expects any
process running in userspace to declare all its interactions with the system resources in the form of SELinux
policies. On platforms enabled with SELinux, an app that uses an SDK API would also need to declare its
usage through SELinux policies to ensure that it has all the required permissions. In order for an application

to use the SDK's APIs on such a platform, SELinux interfaces have been defined that the app needs to

declare in its policies.

Listed below are the interfaces to be used when an app uses APIs belonging to a given namespace/class of

the SDK.
Note For the below list, let us consider the application's security context to be app_t (also called domain
context).
SDK Namespace/Class SELinux interface Arguments Usage
tel telux_allow_tel() domain context telux_allow_tel(app_t)
data telux_allow_data() domain context telux_allow_data(app_t)
audio telux_allow_audio() domain context telux_allow_audio(app_t)
loc telux_allow_loc() domain context telux_allow_loc(app_t)
IThermalManager telux_allow_<« domain context telux_allow_<«
thermalmanager() thermalmanager(app_t)
IThermalShutdown« telux_allow_« domain context telux_allow_«
Manager thermalshutdown() thermalshutdown(app_t)
power telux_allow_power() domain context telux_allow_power(app«
_t)
config telux_allow_<« domain context telux_allow_<«
modemconfig() modemconfig(app_t)

The following example illustrates how an application can incorporate the SELinux interfaces exposed by
SDK in its SELinux policies. Below code snippet is part of a Type Enforcement (TE) file of the application
which grants required permissions to perform all SDK data operations.

policy_module (application,

type app_t;

1.0)

#Granting SDK data client permissions to the application

telux_allow_data (app_t);
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3 Call Flow Diagrams

3.1 Application initialization call flow

TelSDK initializes various sub-systems during start-up. It marks each sub-system as ready once the
initialization procedures are completed for that sub-system. The application has to wait until the
corresponding sub-system is ready on which it needs to make API requests. TelSDK provides APIs to
check whether sub-system is ready or not.

Example:

3.1.1 Phone manager initialization

Application IPhoneManager

m [Synchronous]

[1] isSubsystemReady

-

2] subsystem status
< [2] Sy

[Asynchronous]

[3] onSubsystemReady

4] std::future<bool= j
< [4]
Wait until subsystem ready1

[5] f.get :

< [6] update system ready

Application IPhoneManager

Figure 3-1 Phone manager initialization

1. Application can use [IPhoneManager::isSubsystemReady to determine if the system is ready.

2. The application receives the status i.e. either true or false whether sub-system is ready or not.
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3.
4.
5.
6.

If it is not ready, then the application could use onSubsystemReady which returns std::future.
PhoneManager notifies the application when the subsystem is ready through the std::future object.
The application waits until the asynchronous operation i.e onSubsystemReady completes.

PhoneManager updates the application once sub-system initialization completes.

3.2 Telephony

3.2.

el

1 Dial call flow

Application PhoneFactory IPhoneManager ICallManager ICall

[1] getPhoneManager() .
P

[2] IPhoneManager

A

[3] getPhone(phoneld) g
T »
[4] IPhone

A

1
[5] registerListener{listener)

Y

| [6] Status

A

1
[7] makeCall(*8886999123", callback)

Y

| [8] status

1 T
[9] callback->makeCallResponse(errorCode)

A A

Possible Call state transitions for dial
and accept Call by other party.

Call DAILING -=> ALERTING -=ACTIVE

[10] listener-=onCallinfoChange(call)

A

T
[11] hangup(callback)

Y

[12] Status‘

A A

T
[13] callback->commandResponse(errorCode)

Call Ended I
P [14] listener->onCallinfoChange(call)
Application PhoneFactory IPhoneManager ICallManager ICall

Figure 3-2 Dial call flow

The application gets the PhoneManager object using PhoneFactory.
The application receives the PhoneManager object in order to get Phone.
The application gets the Phone object for given phone identifier using PhoneManager.

PhoneManager returns Phone object to application. In case phone identifier is not specified, it returns
default phone.

The application registers a listener with CallManager to listen to the call info change notifications
like DIALING, ALERTING, ACTIVE and ENDED.

The application receives the status like SUCCESS or INVALIDPARAM based on registration of
listener to CallManager.
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7. The application dials a number by using makeCall API, optionally specifying callback to get
asynchronous response.

8. The application receives the status like SUCCESS, INVALIDPARAM and FAILED etc based on the
execution of makeCall API.

9. Optionally, the application gets asynchronous response for makeCall using
makeCallResponseCallback.

10. The application receives callback on call info change like DIALING/ALERTING/ACTIVE when
other party accepts the call.

11. The application sends hangup command to hangup the call, optionally specifying callback to get
asynchronous response.

12. The application receives the status like SUCCESS, FAILED etc based on the execution of hangup
APL

13. Optionally, the application gets asynchronous response for hangup using
CommandResponseCallback.

14. The application receives callback on call info change i.e Call Ended from CallManager.

3.2.2 ECall call flow

Application PhoneFactory IPhoneManager ICallManager ICall

[1] getPhoneManager{) .
-

[2] IPhoneManager

A

[3] getPhone(phoneld) g
| Ll
[4] IPhone

A

1
[5] registerListener{listener)

[
»

| [6] Status

A

1
[7] makeECallleCallMsdData, emergencyCategory, eCallVariant, callback) o
-

| [8] Status

1 T
[9] callback->makeCallResponse(errorCode)

A A

Call DAILING ->

ALERTING ->

ACTIVE

[10] listener-=onECallMsdTransmissionStatus( phone, error)

A

T
[11] hangupicallback)

Y

[12] Status|
T

[13] callback->commandResponse(errorCode)

A A

Call Ended I
[14] listener->onCallinfoChange(call)
Application PhoneFactory IPhoneManager ICallManager ICall

Figure 3-3 ECall call flow

ljL

1. The application gets the PhoneManager object using PhoneFactory.
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10.

11.

12.

13.

14.

The application receives the PhoneManager object in order to get Phone.
The application gets the Phone object optionally specifying phone identifier using PhoneManager.

PhoneManager returns Phone object to application, returns default phone in case phone identifier is
not specified.

The application registers a listener with CallManager to listen to the call info change notifications
like DIALING, ALERTING, ACTIVE etc.

The application receives the status like SUCCESS, FAILED etc based on registration of listener from
CallManager.

The application dials an emergency call by using makeECall API, optionally specifying callback to
get asynchronous response.

The application receives the status like SUCCESS, FAILED etc based on the execution of makeECall
APL

Optionally, the application gets asynchronous response for makeECall using
makeCallResponseCallback.

CallManager sends ecall msd transmission status to the application by using
onECallMsdTransmissionStatus API.

The application sends hangup command to hangup the call, optionally gets asynchronous response
using callback.

The application receives the status like SUCCESS, FAILED etc based on the execution of hangup
APL

Optionally, the application gets asynchronous response for hangup using
CommandResponseCallback.

CallManager sends call info change i.e Call Ended to the application by using onCalllnfoChange
callback function.

80-PF458-2 Rev. H MAY CONTAIN U.S. AND INTERNATIONAL EXPORT CONTROLLED INFORMATION 46



Telematics SDK Call Flow Diagrams

3.2.3 Signal strength call flow

Application PhoneFactory IPhoneManager m

[1] getPhoneManager()

[2] IPhoneManager
1
[3] getPhone(phoneld)

| .
[4] IPhone
[5] registerListener(listener) o
| Ll
< [6] Status
request SignaIStrengthb|
[7] requestSignalStrength(signalStrengthCallback) -
P
< [8] Status
< [9] signalStrengthCallback->signalStrengthResponse(signalStrength, error)
Signalstrength change notiﬁcationb|

A

[10] listener->onSignalStrengthChanged(phone, signalStrength)

PhoneFactory IPhoneManager m

-

Application

Figure 3-4 Signal strength call flow

The application gets PhoneManager object using PhoneFactory.

The application receives the PhoneManager object in order to get Phone instance.

The application gets phone instance for a given phone identifier using PhoneManager object.
PhoneManager returns [IPhone object to the application.

Application registers the listener to get notification for signal strength change.

The application receives the status i.e. either SUCCESS or FAILED based on the registration of the
listener.

The application requests for signal strength and optionally, gets asynchronous response using
ISignalStrengthCallback.

. The application receives the status i.e. either SUCCESS or FAILED based on execution of

requestSignalStrength API in SapCardManager.

. Optionally, the response for signal strength request is received by the application.

10.

Application receives a notification when there is a change in signal strength.
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3.2.4 Answer, Reject, RejectWithSMS call flow

Application PhoneFactory ICaliManager ICall

[1] getPhoneManager()

[2] IPhoneManager

N [3] registerListe:ner[listener]l >
< (4] Sta_ltus
- [5] Iistener-:»onIncloming(:all[call}
[6] answerjreject/rejectWithsMS(callback) >
< [7] status
- [8] callback-=>commandResponse(errorCode)

CALL _ACTIVE/CALL_ENDE Db|

[9] listener-=onCallinfoChange(call}

-
Application PhoneFactory ICallManager ICall

Figure 3-5 Answer, Reject, RejectWithSMS call flow

[a——

. The application gets the PhoneManager object using PhoneFactory.
. The application receives the PhoneManager object in order to register listener.

. The application registers a listener with CallManager to listen incoming call notifications.

S

. The application receives the status like SUCCESS, FAILED etc based on registration of listener from
CallManager.

9}

. The application receives onlncomingCall notification when there is an incoming call.

(@)

. The application performs answer/reject/rejectWithSMS operation using ICall.

]

. The application receives the status like SUCCESS, FAILED etc based on execution of
answer/reject/rejectWithSMS.

o0

. Optionally, the application gets asynchronous response for answer/reject/rejectWithSMS using
CommandResponseCallback.

9. The CallManager sends call info change i.e CALL_ACTIVE or CALL_ENDED to the application by
using onCalllnfoChange callback function.
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3.2.5 Hold call flow

Ll

10.

11.

12.
13.
14.

Application PhoneFactory IPhoneManager ICallManager ICall

[1] getPhoneManager()
>

. [2] IPhoneManager
.|

[3] getPhone(phoneld)
T

[
Lg

[4] IPhone

1
[5] registerListener(listener)

Y

| [6] Status
1
[7] makeCall("88869959123", callback)

Y

[8] Status

1 1
[9] callback-=makeCallResponse(errorCode)

T

[10] listener-=onCallinfoChange(call)
T

[11] hold{callback)
[12] Status|

Y

1
[13] callback->commandResponse(errorCode))

T T
[14] listener-=onCallinfoChange(call)

Application PhoneFactory IPhoneManager ICallManager ICall

Figure 3-6 Hold call flow

|JL A A A A A A A

The application gets the PhoneManager object using PhoneFactory.
The application receives the PhoneManager object in order to get Phone.
The application gets the Phone object for given phone identifier using PhoneManager.

PhoneManager returns Phone object to application, returns default phone in case phone identifier is
not specified.

The application registers a listener with CallManager to listen to the call info change notifications
like DIALING, ALERTING, ACTIVE etc.

The application receives the status like SUCCESS or INVALIDPARAM based on registration of
listener to CallManager.

The application dials a number by using makeCall API, optionally specifying callback to get
asynchronous response.

The application receives the status like SUCCESS, INVALIDPARAM and FAILED etc based on the
execution of makeCall API.

Optionally, the application gets asynchronous response for makeCall using
makeCallResponseCallback.

The CallManager sends call info change i.e CALL_ACTIVE to application by using
onCalllnfoChange APL

The application sends hold command to hold the call, optionally specifying callback to get
asynchronous response.

The application receives the status like SUCCESS, FAILED etc based on the execution of hold API.
Optionally, the application gets asynchronous response for hold using CommandResponseCallback.

The application receives call info change i.e CALL_ON_HOLD from CallManager.
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3.2.6 Hold, Conference, Swap call flow

Application

Make first call |

[1] makeCall(*8886999123", callback) g
L
[2] Status

A A

[3] callback->makeCallResponse

e
Call state: ACTIVE

[4] listener-=onCallinfoChange(call)

7 3

&
Hold first call

[5] hold(callback)

[6] Status

A 4

[7] callback-=>commandResponse(errorCode)

A A

Y
Call state: HOLD

[8] listener->onCallinfoChange(call)

[9] makeCall("8886999111", callback) o

A

[10] Status

[11] callback->makeCallResponse

il
|
Make second call
)
|
)
> |
——
Call state: ACTIVE
il
|

[12] listener-=onCallinfoChange(call)

—
SWAP/CONFERENCE

[13] getCallManager
T

[14] ICallManager

Y

7 3

[15] conference/swap(callback)

[
>

[16] Status

[17] callback->commandResponse(errorCode)

A A

Application

1. The application makes first call using ICall.

ICallManager ICall PhoneFactory

ICallManager {[of-1]] PhoneFactory

Figure 3-7 Hold, Conference, Swap call flow

2. The application receives the status like SUCCESS, FAILED etc based on execution of makeCall

operation.

. Optionally, the application gets asynchronous response for makeCall using

makeCallResponseCallback.

. The CallManager sends call info change i.e CALL_ACTIVE to application by using

onCalllnfoChange APL

. The application sends hold command to hold the call, optionally specifying callback to get

80-PF458-2 Rev. H

MAY CONTAIN U.S. AND INTERNATIONAL EXPORT CONTROLLED INFORMATION

50



Telematics SDK Call Flow Diagrams

asynchronous response.
The application receives the status like SUCCESS, FAILED etc based on the execution of hold APIL.
Optionally, the application gets asynchronous response for hold using CommandResponseCallback.

The application receives call info change i.e CALL_ON_HOLD from CallManager.

v x® 2o

The application makes second call using ICall.

10. The application receives the status like SUCCESS, FAILED etc based on execution of makeCall
operation.

11. Optionally, the application gets asynchronous response for makeCall using
makeCallResponseCallback.

12. The CallManager sends call info change i.e CALL_ACTIVE to application by using
onCalllnfoChange APIL.

13. The application requests the PhoneFactory to get ICallManager object.
14. The application receives the ICallManager object using PhoneFactory.

15. The application performs conference/swap operation using ICallManager by passing first call and
second call. optionally application can pass callback to receive hold response asynchronously.

16. The application receives the status like SUCCESS, FAILED etc based on the execution of
conference/swap APL.

17. Optionally, the application gets asynchronous response for conference/swap using
CommandResponseCallback.
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3.2.7 SMS call flow

Application PhoneFactory IPhoneManager ISmsManager

[1] getPhoneManager()
L

[2] IPhoneManager

>

[3] getPhonelds(phonelds)

Y

T
[4] Status

=
[5] registerListener(listener)
T

[6] Status

[7] getSmsManager(phoneld) .
L

[8] ISmsManager

-
send SMS |
[9] sendSms("hello", +91 9081726354, cndCallback) o
>
< [10] Status
< [11] cdCallback-=commandResponse(error)
N
receive SMs

[12] listener-=onincomingSms(phone, "sample text")

<

|8
request SmscAddress

[13] requestSmscAddress(smscAddressCallback)

Y

[14] Status

<

< [15] smscAddressCallback->smscAddressResponse(address, error)

Application PhoneFactory IPhoneManager ISmsManager

Figure 3-8 SMS call flow

Application gets PhoneManager object using PhoneFactory.
PhoneFactory returns the PhoneManager object to application in order to get list of phone identifiers.

The application retrieves the list of phone identifier on the device using PhoneManager object.

R o=

Application receives the status i.e. either SUCCESS or FAILED based on the execution of
getPhonelds API in PhoneManager.

b

Application registers the listener for incoming SMS with [PhoneManager.

6. The application receives the status i.e. either SUCCESS or INVALIDPARAM based on successful
registration of the listener.

7. The application gets SmsManager object corresponding to specific phone identifier.

8. PhoneFactory returns the SmsManager object to application in order to perform operations like send
SMS and get SMSC address.

9. The application sends SMS to the receiver address and optionally gets asynchronous response using
CommandResponseCallback.

10. Application receives the status i.e. either SUCCESS or FAILED based on execution of sendSms API
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11.
12.
13.

14.

15.

in SmsManager.
Optionally, the response for send SMS is received by the application.
Application gets notified for incoming SMS.

The application requests for SmscAddress and optionally gets asynchronous response using
ISmscAddressCallback.

Application receives the status i.e. either SUCCESS or FAILED based on successful execution of
requestSmscAddress API in SmsManager.

Optionally, the application receives the SMSC address on success or gets error on failure in the
command response callback.

3.2.8 Radio and Service state call flow

A

Application PhoneFactory IPhoneManager m

[1] getPhoneManager()

[2] IPhoneManager

A

]
[3] getPhone(phoneld)
T

»
< [4] IPhone
T
[5] registerListener(listener) "
| Ll
< [6] Status

request RadioState |

[7] getRadioState()

Y

T
[8] return radioState

A

T
[9] listener->onRadioStateChanged(phone, radioState)

request Ser\.ficestateb|

[10] getServiceState()

Y

T
[11] return serviceState
< 1

_‘[12] listener-=onServiceStateChanged(phone, serviceState)

Application PhoneFactory IPhoneManager m

Figure 3-9 Radio and Service state call flow

The application gets PhoneManager object using PhoneFactory.

The application receives the PhoneManager object in order to get Phone instance.

The application gets phone instance for a given phone identifier using PhoneManager object.
PhoneManager returns [Phone object to the application.

Application registers the listener to get notifications for radio and service state change.

The application receives the status i.e. either SUCCESS or FAILED based on the registration of the
listener.

The application request the Phone to get radio state.
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8. The application receives the radio state like RADIO_STATE_ON, OFF or UNAVAILABLE.
9. Application receives a notification when there is a change in radio state.
10. The application request the Phone to get service state.

11. The application receives the service state like IN_SERVICE, OUT_OF_SERVICE,
EMERGENCY_ONLY or RADIO_OFF.

12. Application receives a notification when there is a change in service state.
3.2.9 Network Selection Manager call flow

Network selection manager provides APIs to get and set network selection mode, get and set preferred
networks and perform network scan for availbale networks. Registered listener will get notified for the
change in network selection mode.

Application PhoneFactory INetworkSelectionManager

[1] getNetworkSelectionManager(DEFAULT SLOT_ID = 1) -
> [2] INetworkSelectionManager
-«
s
Register Listener
[3] reqi_sterListener(hstener) g
»
o [4] Status
<4
Request Netwark Selection Mudebl
[5] requestNetworkSelectionMode(callback) .
> [6] Status ‘
“ 1
> [7] callback->selectionModeResponse{networkSelectionMode, errorCode)
+
Set Network Selection Mudeb|
[8] setNetworkSelectionMode(selectionMode, mcc, mnc, callback) -
»-
> [9] Status ‘
l I
™ [10] ca\lback—:»setNetworksa\ect\onMudeRega nseChlerrorCode)
-
Selection Mode Change Nntlﬂcatlnnbl
[11] listener-=onSelectionModeChanged(selectionMode)
Request Preferred Netwurksj
[12] requestPreferredNetworks(callback) -
»-
> [13] Status
l I
_[14] callback->preferredNetworksResponse(preferred3gppNetworks, staticPreferredNetworks, errorCode)
|
By
Set Preferred Networks

[15] setPreferredNetworks(preferredNetworksinfo, clearPreviousNetworks, callback)

A 4

™ [16] Status
Ml 1
> [17] callback->setPreferredNetworksResponseCh(errorCode)
4
s
Perform Network Scan
[18] performNetworkScan(callback) g
»
o [19] Status
<4
o [20] callback->performNetworkScanResponse(operataorinfo, errorCode)
<
Deregister Listener
[21] deregisterListener(networkListener) .
»

[22] Status ‘

Application PhoneFactory INetworkSelectionManager

Figure 3-10 Network selection manager call flow
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10.
11.
12.

13.

14.

15.

16.

17.
18.

19.

20.
21.
22.

. Application requests phone factory for network selection manager.

Phone factory returns INetworkSelectionManager object using which application will register or
deregister a listener.

Application can register a listener to get notifications for network selection mode change.
Status of register listener i.e. either SUCCESS or other status will be returned to the application.

Application requests for network selection mode using INetworkSelectionManager object and gets
asynchronous response using SelectionModeResponseCallback.

. The application receives the status i.e. either SUCCESS or other status based on the execution of

requestNetworkSelectionMode API.
The response for get network selection mode request is received by the application.

The application can also set network selection mode and optionally gets asynchronous response using
ResponseCallback. MCC and MINC are optional for AUTOMATIC network selection mode.

. Application receives the status i.e. either SUCCESS or other status based on the execution of

setNetworkSelectionMode API.
Optionally the response for set network selection mode request is received by the application.
Registered listener will get notified for the network selection mode change.

Similarly, the application requests for preferred networks using INetworkSelectionManager object
and gets asynchronous response using PreferredNetworksCallback.

The application receives the status i.e. either SUCCESS or other status based on the execution of
requestPreferredNetworks API.

The response for get preferred networks request i.e. 3GPP preferred network list and static 3GPP
preferred network list is received by the application asynchronously. Higher priority networks appear
first in the list. The networks that appear in the 3GPP Preferred Networks list get higher priority than
the networks in the static 3GPP preferred networks list.

The application can set 3GPP preferred network list and optionally gets asynchronous response using
ResponseCallback. If clear previous networks flag is false then new 3GPP preferred network list is
appended to existing preferred network list. If flag is true then old list is flushed and new 3GPP
preferred network list is added.

Application receives the status i.e. either SUCCESS or other status based on the execution of
setPreferredNetworks APIL.

Optionally the response for set preferred networks request is received by the application.

The application can perform network scan for available networks using INetworkSelectionManager
object and gets asynchronous response using NetworkScanCallback.

Application receives the status i.e. either SUCCESS or other status based on the execution of
performNetworkScan API.

Network name, MCC, MNC and status of the operator will be received by the application.
Application can deregister a listener there by it would not get notifications.

Status of deregister listener i.e. either SUCCESS or other status will be returned to the application.
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3.2.10 Serving System Manager Call Flow

Serving system manager provides APIs to get and set RAT mode preference and get and set service domain
preference. Registered listener will get notified for the change in RAT mode and service domain preference

change.

Application

Register Listener

™
Request RAT Preference

™
Set RAT Preference

Request Service Domain Preferencebl

Set Service Domain Preferencebl

™
Deregister Listener

Application

B

[2] IServingSystemManager

A

[3] registerListener(listener

[4] Status

A 4

A

[5] requestRatPreference(callback)

[6] Status

\ 4

A A

I
[7] callback->ratPreferenceResponse(ratPreference, errorCode)

[8] setRatPreference(ratPreference,

callback)

[9] Status

Y

A A

I
[10] callback->servingSystemResponse

(errorCode)

[11] listener->onRatPreferenceChangedi(r:

atPreference)

PhoneFactory IServingSystemManager

[1] getServingSystemManager(DEFAULT SLOT ID = 1)

RAT Preference Change Not\ﬁcat\onbl

A

[12] requestServiceDomainPreference(callback)

[13] Status

I
[14] callback->serviceDomainResponse(service DomainPreference, errorCade)

A A

[15] setServiceDomainPreference(serviceDomainPreference, callback)

[16] Status

A 4

A A

1
[17] callback->servingSystemResponse

(errorCode)

[18] listener->onService DomainPreferenceChanged(s

erviceDomainPreference)

Service Domain Preference Change Notiﬂcaticnbl

F 3

[13] dereqi_sterListener(servmgsyste

Listener)

-

[20] Status

.
>

4

1. Application requests phone factory for serving system manager.

Figure 3-11 Serving System Manager Call Flow

PhoneFactory IServingSystemManager

2. Phone factory returns IServingSystemManager object using which application will register or

deregister a listener.

3. Application can register a listener to get notifications for RAT mode and service domain preference

changes.

4. Status of register listener i.e. either SUCCESS or other status will be returned to the application.

5. Application requests for RAT mode preference using IServingSystemManager object and gets
asynchronous response using RatPreferenceCallback.
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6. The application receives the status i.e. either SUCCESS or other status based on the execution of
requestRatPreference APL

7. The response for get RAT preference request is received by the application.

8. The application can also set RAT mode preference and optionally gets asynchronous response using
ResponseCallback.

9. Application receives the status i.e. either SUCCESS or other status based on the execution of
setRatPreference APL

10. Optionally the response for set RAT preference request is received by the application.
11. Registered listener will get notified for the RAT mode preference change.

12. Application requests for service domain preference using IServingSystemManager object and gets
asynchronous response using ServiceDomainPreferenceCallback.

13. The application receives the status i.e. either SUCCESS or other status based on the execution of
requestServiceDomainPreference API.

14. The response for get service domain preference request is received by the application.

15. The application can also set service domain preference and optionally gets asynchronous response
using ResponseCallback.

16. Application receives the status i.e. either SUCCESS or other status based on the execution of
setServiceDomainPreference API.

17. Optionally the response for set service domain preference request is received by the application.
18. Registered listener will get notified for the service domain preference change.
19. Application can deregister a listener there by it would not get notifications.

20. Status of deregister listener i.e. either SUCCESS or other status will be returned to the application.

3.3 Card Services
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3.3.1 Get applications call flow

Application

PhoneFactory

ICardManager

[1] getCardManager()
< [2] ICardManager
Register listener for Cardlnfochangem'
[3] registerListener(cardListener) >
T
< [4] Status
T
< [5] cardListener-=onCardinfoChanged(slotid)
Get the Applications from the Cardm'
5] tslotlds(slotld
[6] getSlo ls(so 5) >
[7] Status
< T
[8] getCard(slotld, status) >
T
[9] ICard
10 LA t
[10] getApplications() >
< [11] ICardApp
Remove the |istenerm'
[12] removelListener(cardListener) >
T
< [13] Status

Application

Figure 3-12 Get applications call flow

1. Application gets the CardManager object from PhoneFactory.

A

of listener.

b

change.

v x® 2o

getApplications.

The application gets the slotlds from the sub-system using CardManager.

The application registers a listener for Card info change event with CardManager.

Application receives the status i.e. either SUCCESS or INVALIDPARAM based on the registration

PhoneFactory ICardManager

Application receives CardManager object in order to perform operations like getSlotlds and getCard.

The response from onCardInfoChanged is received by the application whenever there is card info

Application receives the status i.e. either SUCCESS or NOTREADY along with the updated slotlds.
Then, the application sends request to CardManager to get Card object for a specific slotld.

Application receives Card object from CardManager in order to perform card operation like
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10.
11.

12.
13.

The application gets the CardApps from Card object.

The application receives CardApps which contain information such as Appld, AppType and
AppState.

Now the application removes the listener associated with CardManager.

Application receives the status i.e. either SUCCESS or NOSUCH for the removal of listener.

3.3.2 Transmit APDU call flow

3.3.2.1 On logical channel

Application ICardApp m

[1] getAppld()
[2] App Id

[
>

A

‘ Open the logical channelh|

[3] openLogicalChannel(aid, openLogicalCallback)

Y

T
[4] Status

T
[5] openLogicalCallback->openLogicalChannelResponse(channel, result, error)

A A

Transmit APDU on logical channelj

[6] transmitApduLogicalChannel{channel, cla, inst, pl, p2, p3, data, apdulogicalCallback) .
T L

[7] Status

A A

T
[8] apduLogicalCallback-=transmitApduResponse(result, error)

‘ Close the logical channelb|

[9] closeLogicalChannel{channel, closeLogicalCallback)

Y

T
[10] Status

T
[11] closeLogicalCallback->commandResponse(error)

Application ICardApp m

Figure 3-13 On logical channel

I“ “

. The Application requests CardApp for the SIM application identifier.

The application receives the application identifier to perform open logical channel.

Application sends request to open the logical channel with the application identifier and optionally,
gets asynchronous response in OpenLogicalChannelCallback.

The application receives the status i.e. either SUCCESS or FAILED based on execution of
openLogicalChannel API.

Optionally, the application receives the response which contains either channel number on success or
error in case of failure.

Then, the application transmits the APDU data on logical channel using the channel obtained earlier.
Optionally, gets asynchronous response in TransmitApduResponseCallback.

The application receives the status i.e. either SUCCESS or FAILED based on execution of
transmitApduLogicalChannel APIL.

Optionally, the application receives the response which contains either result on success or error in
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case of failure.

9. Finally, the application closes the logical channel that is opened to transmit APDU and optionally,
gets asynchronous response in CommandResponseCallback.

10. The application receives the status i.e. either SUCCESS or FAILED based on execution of
closeLogicalChannel APIL.

11. Optionally, the application receives the response which contains error in case of failure.

3.3.2.2 On basic channel

Application PhoneFactory ICardManager

[1] getCardManager() o
>
< [2] ICardManager
[3] getCard|slotld, status) >
< [4] ICard
<

Transmit APDU on basic channelb|

[5] transmitApduBasicChannel(cla, command, pl, p2, p3, data, apduBasicCallback) .
>

[6] Status

[7] apduBasicCallback->transmitApduResponse(result, error)

>
Application PhoneFactory ICardManager

Figure 3-14 On basic channel

1. Application gets the ICardManager object from PhoneFactory.
Application receives ICardManager object in order to perform operation like getCard.
The application gets ICard object for a specific slotld from ICardManager.

Application receives ICard object in order to perform card operation like transmitApduBasicChannel.

AR

The application transmits APDU data on basic channel and optionally, gets asynchronous response in
TransmitApduResponseCallback.

6. The application receives the status i.e. either SUCCESS or FAILED based on execution of
transmitApduBasicChannel API.

7. Optionally, the application receives the response which contains either result on success or error in
case of failure.

3.3.3 SAP card manager call flow
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3.3.3.1 Request card reader status, Request ATR, Transmit APDU call flow

Application PhoneFactory ISapCardManager

[1] getSapCardManager(slotid)

>
2] IsapCardM
< [2] ISapCardManager

Open SAP Connectionj

[3] openConnection{SapCondition::SAP_CONDITION_BLOCK _VOICE_OR DA‘I’A,cdeaIIback}»
T

[4] Status

A

T
[5] cmdCallback->commandResponse

Request card Reader Statusb|

[6] requestCardReaderStatus(cardReaderCallback)

T
[7] Status

T
[8] cardReaderResponse(cardReaderStatus, error)

A A

Request Answer to Resetb]

[9] requestAtr{atrCallback)
T
[10] Status

T
[11] atrCallback-=>atrResponse(responseAtr, error)

A A

Transmit APDU I

Y

[12] transmitApduclass, instruction, pl1, p2, Ic, data, le, transmitApduCallback)
T
[13] Status

A

T
[14] transmitApduCallback->transmitApduResponse(result, error)

¥

Close SAP Connectionj

[15] closeConnection(cmdCallback)

Y

T
[16] Status

< |
< [17] cndCallback-=cmdResponse(error)

Application PhoneFactory ISapCardManager

Figure 3-15 Request card reader status, Request ATR, Transmit APDU call flow

{sap_card_operations.png,Request card reader status, Request ATR, Transmit APDU call
flow,80,80,Request card reader status, Request ATR, Transmit APDU call flow}
1. The application gets SapCardManager object corresponding to slotld using PhoneFactory.

2. The application receives the SapCardManager object in order to perform SAP operations like request
ATR, Card Reader Status and transmit APDU.

3. The application opens SIM Access Profile(SAP) connection with SIM card using default SAP
condition (i.e. SAP_CONDITION_BLOCK_VOICE_OR_DATA) and optionally, gets asynchronous
response using CommandResponseCallback.

4. The application receives the status i.e. either SUCCESS or FAILED based on execution of
openConnection API in SapCardManager.

5. Optionally, the response for openConnection is received by the application.
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10.

11.
12.

13.

14.
15.

16.

17.

The application sends request card reader status command and optionally, gets asynchronous
response using ICardReaderCallback.

The application receives the status i.e. either SUCCESS or FAILED based on execution of
requestCardReaderStatus API in SapCardManager.

Optionally, the response for card reader status is received by the application.

Similarly, the application can send SAP Answer To Reset command and optionally, gets
asynchronous response using IAtrResponseCallback.

The application receives the status i.e. either SUCCESS or FAILED based on execution of requestAtr
API in SapCardManager.

Optionally, the response for SAP Answer To Reset is received by the application.

Similarly, the application sends the APDU on SAP mode and optionally, gets asynchronous response
using ISapTransmitApduResponseCallback.

The application receives the status i.e. either SUCCESS or FAILED based on execution of
transmitApdu API in SapCardManager.

Optionally, the response for transmit APDU is received by the application.

Now the application closes the SAP connection with SIM and optionally, gets asynchronous response
using CommandResponseCallback.

The application receives the status i.e. either SUCCESS or FAILED based on execution of
closeConnection API in SapCardManager.

Optionally, the response for SAP close connection is received by the application.
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3.3.3.2 SIM Turn off, Turn on and Reset call flow

Application PhoneFactory ISapCardManager

[1] getSapCardManager(slotid)
< [2] ISapCardManager
Open SAP ccnnectionb|
[3] openConnection(SapCondition::SAP_CONDITION BLOCK VOICE OR_DATA, cdeaIIback}._
T
[4] Status
< T
L [5] cmdCallback->commandResponse(error)
|
Reguest SIM power cffb|
[6] requestSimPowerOfflcmdCallback) >
T
> [7] Status
- T
< [8] cmdCallback->commandResponse(error)
s
Request SIM power on
[9] requestSimPowerOn{cmdCallback) "
| Ll
> [10] Status
- T
< [11] cmdCallback-=commandResponse(error)
Request 5IM resetb|
[12] requestSimReset(cmdCallback) o
| L
[13] Status
< T
< [14] cmdCallback-=commandResponse(error)
Close SAP ccnnectionb|
[15] closeConnection(cmdCallback) >
T
[16] Status
T
[17] cmdCallback->commandResponse(error)

-
Application PhoneFactory ISapCardManager

Figure 3-16 SIM Turn off, Turn on and Reset call flow

{sap_mgr_sim_call_flow.png,SIM Turn off, Turn on and Reset call flow,80,80,SIM Turn off, Turn on and
Reset call flow }

1. Application gets SapCardManager object corresponding to slotID using PhoneFactory.

2. PhoneFactory returns the SapCardManager object to application in order to perform SAP operations
like SIM power off, on or reset.

3. The application opens SIM Access Profile(SAP) connection with SIM card using default SAP
condition (i.e. SAP_CONDITION_BLOCK_VOICE_OR_DATA) and optionally, gets asynchronous
response using CommandResponseCallback.
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10.

11.
12.

13.

14.
15.

16.

17.

Application receives the status i.e. either SUCCESS or FAILED based on execution of
openConnection API in SapCardManager.

Optionally, the response for openConnection is received by the application.

The application sends SIM Power Off command to turn off the SIM and optionally, gets
asynchronous response using CommandResponseCallback.

The application receives the status i.e. either SUCCESS or FAILED based on execution of
requestSimPowerOff API in SapCardManager.

Optionally, the response for SIM Power Off is received by the application.

Similarly, the application can send SIM Power On command to turn on the SIM and optionally, gets
asynchronous response using CommandResponseCallback.

The application receives the status i.e. either SUCCESS or FAILED based on execution of
requestSimPowerOn API in SapCardManager.

Optionally, the response for SIM Power On is received by the application.

Similarly, the application sends SIM Reset command to perform SIM Reset and optionally, gets
asynchronous response.

The application receives the status i.e. either SUCCESS or FAILED based on execution of
requestSimReset API in SapCardManager.

Optionally, the response for SIM Reset is received by the application.

Now the application closes the SAP connection with SIM and optionally, gets asynchronous response
using CommandResponseCallback.

The application receives the status i.e. either SUCCESS or FAILED based on execution of
closeConnection API in SapCardManager.

Optionally, the response for SAP close connection is received by the application.

3.3.4 Subscription Call flow
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3.3.4.1 Subscription initialization

Application ISubscriptionManager ICardManager ISubscription

[1] isSubsystemReady() .

m [Synchronous]

. [2] subsytem status

[Asynchronous]

[3] onSubsystemReady()

\ 4

[4] std::future<bool>f

A

Wait until Subscription Manager sub-system is readybl

[5] f.get :

m [Synchronous]

[6] isSubsytemReady() i~

> [7] subsystem status
4

[Asynchronous]

[8] onSubsystemReady()

> [9] std::future<bool>f

Wait until CardManager is Readybl

[10] f.get :

=[11] update cardmanager ready

m [Synchronous]

[12] isReady(

Y

[13] status

F

[Asynchronous]

[14] onSubsystemReady()

A 4

T
[15] std::future<bool>f

A

‘ Wait until Subscription is Readybl

[16] f.get :

-
-

[17] update subscription ready
I

|‘[18] update subscription manager ready ‘

Application ISubscriptionManager ICardManager ISubscription

Figure 3-17 Subscription initialization call flow

1. Application can use ISubscriptionManager::isSubsystemReady to determine if the
SubscriptionManager is ready.

2. The application receives the status i.e either true or false whether sub-system is ready or not.
3. If it is not ready, then the application could use onSubsystemReady which returns std::future.

4. SubscriptionManager notifies the application when the subsystem is ready through the std::future
object.

5. The application waits until the asynchronous operation i.e onSubsystemReady completes.

6. SubscriptionManager uses ICardManager::isSubsystemReady to determine if the CardManager is
ready.
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7. The SubscriptionManager receives the status i.e either true or false whether sub-system is ready or
not.

8. If it is not ready, then the SubscriptionManager could use onSubsystemReady which returns
std::future.

9. CardManager notifies the SubscriptionManager when the subsystem is ready through the std::future
object.

10. The SubscriptionManager waits until the asynchronous operation i.e onSubsystemReady completes.
11. CardManager updates the SubscriptionManager once the card manager sub-system is ready
12. SubscriptionManager uses [Subscription::isReady to determine if the Subscription is ready.

13. The SubscriptionManager receives the status i.e either true or false whether sub-system is ready or
not.

14. If it is not ready, then the SubscriptionManager could use onSubsystemReady which returns
std::future.

15. Subscription notifies the SubscriptionManager when the subsystem is ready through the std::future
object.

16. The SubscriptionManager waits until the asynchronous operation i.e onSubsystemReady completes.
17. Subscription updates the SubscriptionManager when the subscription is ready.

18. SubscriptionManager updates the application once subscription manager initialization completes.

3.3.4.2 Subscription call flow

Application PhoneFactory ISubscriptionManager ICardManager

[1] getSubscriptionManager()

[
>

[2] ISubscriptionManager

A

[3] getsubscription()
T

Y

[4] Subscription details

[5] registerListener() -
Ll

[6] status

A A

[7] onCardinfoChanged(slotid)
[8] update subscription info changed

Application PhoneFactory ISubscriptionManager ICardManager

Figure 3-18 Subscription call flow

The application gets the PhoneManager object using PhoneFactory.
The application receives the PhoneManager object in order to get Subscription.

The application gets the Subscription object for given slot identifier using SubscriptionManager.

L=

SubscriptionManager returns Subscription object to application. Subscription can be used to get
subscription details like countryISO, operator details etc.

5. The Subscription manager registers a listener with CardManager to listen to the card info change
notifications like card state PRESENT, ABSENT, UNKNOWN, ERROR and RESTRICTED.
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6. The SubscriptionManager receives the status like SUCCESS or INVALIDPARAM based on
registration of listener to CardManager.

7. The SubscriptionManager receives callback card info change i.e subscription info changed or
removed.

8. The SubscriptionManager updates the application once the subscription info is updated.

3.4 Call flow for location services
Application will get the location manager object from location factory. The caller needs to register a
listener. Application would then need to start the reports using one of 2 APIs depending on if the detailed or

basic reports are needed. When reports are no longer required, the app needs to stop the report and
de-register the listener.

3.4.1 Call flow to register/remove listener for generating basic reports

Application LocationFactory ILocationManager

[1] getLocationManager() >
< [2] ILocationManager
Registering listener for location updatej
[3] registerListenerEx(listener) o
| Ll
o [4] Status
-
Starting the updatesb]
[5] startBasicReports(distance, interval, callback)
b
T
< [6] Status
T
. [7] callback->commandResponse(errorCode)
<
Getting notification for location inf0b|
> [8] listener->onBasicLocationUpdate()
o
Stopping location updateD]
[9] stopReports(callback) >
T
< [10] Status
T
. [11] callback-=commandResponse(errorCode)
<
Remaoving listener I
[12] deRegisterListenerEx(listener) o~
| L
< [13] Status

Application LocationFactory ILocationManager

Figure 3-19 Call flow to register/remove listener for generating basic reports

1. Application requests location factory for location manager object.

2. Location factory returns ILocationManager object using which application will register or remove a
listener.
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10.
11.
12.

13.

Application can register a listener for getting notifications for location updates.

Status of register listener i.e. either SUCCESS or FAILED will be returned to the application.
Application starts the basic reports using startBasicReports API for getting location updates.
Status of startBasicReports i.e. either SUCCESS or FAILED will be returned to the application.
The response for startBasicReports is received by the application.

Application will get location updates like latitude, longitude and altitude etc.

Application stops receiving the report through stopReports API.

Status of stopReports i.e. either SUCCESS or FAILED will be returned to the application.

The response for stopReports is received by the application.

Application can remove listener and when the number of listeners are zero then location service will
get stopped automatically.

Status of remove listener i.e. either SUCCESS or FAILED will be returned to the application.
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3.4.2 Call flow to register/remove listener for generating detailed reports

Application LocationFactory ILocationManager

1 tL tionM
[1] getLocation anager().'

[2] ILocationManager

<l
-

Registering listener for location, SV and jammer info updateb|

[3] registerListenerEx(listener) >
T

[4] Status

Starting the updatesj

[5] startDetailedReports(interval, callback)

| ’
[6] Status

A

1
[7] callback(errorCode)

Getting notification for location, SV and jammer infoB|

[8] listener->onDetailedLocationUpdate()

T
[9] listener-=onGnssSVinfo()

[10] listener-=onGnssNmealnfo()

T
[11] listener->onGnssSignalinfo()
T

A A A A A

[12] listener-=onGnssMeasurementsinfo()

Stopping location, SV and jammer info updateb|

[13] stopReports()

Y

T
[14] Status

A

1
[15] callback({errorCode)

[16] deRegisterListenerEx(listener) .
Ll

Removing listener |
|
< [17] Status
Application LocationFactory ILocationManager

Figure 3-20 Call flow to register/remove listener for generating detailed reports

1. Application requests location factory for location manager object.

2. Location factory returns I[LocationManager object using which application will register or remove a
listener.

3. Application can register a listener for getting notifications for location, satellite vehicle, jammer
signal, nmea and measurements updates.

4. Status of register listener i.e. either SUCCESS or FAILED will be returned to the application.

5. Application starts the detailed reports using startDetailedReports API for getting location, satellite
vehicle, jammer signal, nmea and measurements updates.

6. Status of startDetailedReports i.e. either SUCCESS or FAILED will be returned to the application.

7. The response for startDetailedReports is received by the application.
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11.
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13.
14.
15.
16.

17.

Application will get location updates like latitude, longitude and altitude etc.

Application will receive satellite vehicle information like SV status and constellation etc.
Application will receive nmea information.

Application will receive jammer information etc.

Application will receive measurement information.

Application stops receiving all the reports through stopReports API.

Status of stopReports i.e. either SUCCESS or FAILED will be returned to the application.
The response for stopReports is received by the application.

Application can remove listener and when the number of listeners are zero then location service will
get stopped automatically.

Status of remove listener i.e. either SUCCESS or FAILED will be returned to the application.
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3.4.3 Call flow to register/remove listener for generating detailed engine
reports

Application LocationFactory ILocationManager

1 tLi tionM
[1] getLocationManager() >

L [2] ILocationManager
<

Registering listener for location, SV and jammer info updateb|

[3] registerListenerEx(listener)
T

Y

[4] Status

Starting the updatesj

[5] startDetailedEngineReports(interval, engineType, callback)
T

.
[6] Status

T
[7] callback(errorCode)

A A

Getting notification according to the requested enginej

[8] listener->onDetailedLocationUpdate()

T
[9] listener-=>onGnssSVinfo()

T
[10] listener-=onGnssNmealnfo()

T
[11] listener-=>onGnsssignalinfo()
T

A A A A A

[12] listener->onGnssMeasurementsinfo()

Stopping location, SV and jammer info updateb|

[13] stopReports()

Y

T
[14] Sstatus

A

T
[15] callback({errorCode)

[16] deRegisterListenerEx(listener) .
P

Removing listener |
|
o [17] Status
Application LocationFactory ILocationManager

Figure 3-21 Call flow to register/remove listener for generating detailed engine reports

1. Application requests location factory for location manager object.

2. Location factory returns ILocationManager object using which application will register or remove a
listener.

3. Application can register a listener for getting notifications for location, satellite vehicle and jammer
signal, nmea and measurements updates.

4. Status of register listener i.e. either SUCCESS or FAILED will be returned to the application.

5. Application starts the detailed engine reports using startDetailedEngineReports API for getting
location, satellite vehicle, jammer signal, nmea and measurements updates.

6. Status of startDetailedReports i.e. either SUCCESS or FAILED will be returned to the application.
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7. The response for startDetailedReports is received by the application.

8. Application will get location updates like latitude, longitude and altitude etc from the requested
engine type(SPE/PPE/Fused).

9. Application will receive satellite vehicle information like SV status and constellation etc depending
on the requested SPE/PPE/Fused engine type.

10. Application will receive nmea information depending on the requested SPE/PPE/Fused engine type

11. Application will receive jammer information etc depending on the requested SPE/PPE/Fused engine
type.

12. Application will receive measurement information etc depending on the requested SPE/PPE/Fused
engine type.

13. Application stops receiving all the reports through stopReports API.
14. Status of stopReports i.e. either SUCCESS or FAILED will be returned to the application.
15. The response for stopReports is received by the application.

16. Application can remove listener and when the number of listeners are zero then location service will
be stopped automatically.

17. Status of remove listener i.e. either SUCCESS or FAILED will be returned to the application.

3.4.4 Call flow to register/remove listener for system info updates

Application LocationFactory ILocationManager

[1] getLocationManager() >
2] ILocationManager
< [2] g
Registering ILocationSysteminfoListener for system
info updates like next leap second event
[3] registerForSysteminfoUpdates(listener, callback)
| Ll
[4] Status
< T
< [5] callback(errorCode)

Recieving the system info updatesb|

_‘[6] listener-=onLocationSysteminfo(locationSysteminfo)

Removing ILocationSystemInfoListenerb|

[7] deRegisterForSysteminfoUpdates(listener, callback) .

T
< [8] Status

T
< [9] callback{errorCode)

Application LocationFactory ILocationManager

Figure 3-22 Call flow to register/remove listener for system info updates

1. Application requests location factory for location manager object.

2. Location factory returns ILocationManager object using which application will register or remove a
listener.
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Application can register a listener for system information updates with
registerForSystemInfoUpdates.

Status of registerForSystemInfoUpdates i.e. either SUCCESS or FAILED will be returned to the
application.

The response for registerForSystemInfoUpdates is received by the application.
Application will get system information update.
Application can remove listener with deRegisterForSystemInfoUpdates.

Status of deRegisterForSystemInfoUpdates i.e. either SUCCESS or FAILED will be returned to the
application.

The response for deRegisterForSystemInfoUpdates is received by the application.

3.4.5 Call flow to request energy consumed information

Ll e

Application LocationFactory ILocationManager

[1] getLocationManager()

,[2]|LocationManager
>

Reguest Energy Consumed Inf0b|

[3] requestEnergyConsumedinfo(callback)
T

Y

[4] Status

>
>

Application LocationFactory ILocationManager

Figure 3-23 Call flow to request energy consumed information

[5] caIIback(energyConsumed errorCode)

Application requests location factory for location manager object.
Location factory returns ILocationManager object.
Application can request for energy consumed information with requestEnergyConsumedInfo.

Status of requestEnergyConsumedInfo i.e. either SUCCESS or FAILED will be returned to the
application.

The response for requestEnergyConsumedInfo is received by the application.
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3.4.6 Call flow to get terrestrial positioning information

Application LocationFactory ILocationManager

[1] getLocationManager)

> [2] ILocationManager

Get terrestrial positioning infob'

[3] getTerrestrial Position(timeoutMsec, techMask, terrestraillnfoCb, responseCallback)

T g
[4] Status

A

T
[5] responseCallback({errorCode)

A

Get single shot location inf0b|

[6] terrestrailinfoCbiterrestrialinfo)

Application LocationFactory ILocationManager

Figure 3-24 Call flow to get terrestrial positioning information

Application requests location factory for location manager object.

Location factory returns ILocationManager object.

Application can request for terrestrial positioning information with getTerrestrialPosition API.
Status of getTerrestrialPosition i.e. either SUCCESS or FAILED will be returned to the application.

The response for getTerrestrialPosition is received by the application.

A o e

Single shot terrestrial position information is received by the application.

3.4.7 Call flow to cancel terrestrial positioning information

Application LocationFactory ILocationManager

[1] getLocationManager() .
S

< [2] ILocationManager

Cancel terrestrial positioning infom|

[3] cancelTerrestrial PositionRequest(responseCallback)

| >
[4] Status

responseCaIIback[errorCode)

Application LocationFactory ILocationManager

Figure 3-25 Call flow to cancel terrestrial positioning information

1. Application requests location factory for location manager object.

2. Location factory returns ILocationManager object.
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3. Application can cancel request for terrestrial positioning information with
cancelTerrestrialPositionRequest API.

4. Status of cancelTerrestrialPositionRequest i.e. either SUCCESS or FAILED will be returned to the
application.

5. The response for cancelTerrestrialPositionRequest is received by the application.

3.4.8 Call flow to enable/disable constraint time uncertainty

Application LocationFactory ILocationConfigurator

[1] getLocationConfigurator()

< [2] ILocationConfigurator

Enable/Disable Constraint TU Ncb'

[3] configureCTunc({enable, callback, optThreshold, optPower)

T >
[4] Status

T
[5] callback->commandResponse(errorCode)

-
Application LocationFactory ILocationConfigurator

Figure 3-26 Call flow to enable/disable constraint time uncertainty

1. Application requests location factory for location configurator object.
Location factory returns ILocationConfigurator object.
Application enables/disables constraint tunc using configureCTunc API.

Status of configureCTunc i.e. either SUCCESS or FAILED will be returned to the application.

oA weN

The response for configureCTunc is received by the application.

3.4.9 Call flow to enable/disable PACE

Application LocationFactory ILocationConfigurator

[1] getLocationConfigurator()

[2] ILocationConfigurator

Enahle/Disable PACEj

[3] configurePACE(enable, callback)

Y

T
[4] Status

>

T
> [5] callback->commandResponse(errorCode)

Application LocationFactory ILocationConfigurator

Figure 3-27 Call flow to enable/disable PACE

1. Application requests location factory for location configurator object.
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2. Location factory returns ILocationConfigurator object.

3. Application enables/disables PACE using configurePACE API.

4. Status of configurePACE i.e. either SUCCESS or FAILED will be returned to the application.
5. The response for configurePACE is received by the application.

3.4.10 Call flow to delete all aiding data

Application LocationFactory ILocationConfigurator
[1] getLocationConfigurator()
Delete Aiding Data l

[2] ILocationConfigurator

-

[3] deleteAllAidingDatal(callback) >

t
< [4] Status

[5] callback- >command Response(errorCode)

Application LocationFactory ILocationConfigurator

Figure 3-28 Call flow to delete all aiding data

1. Application requests location factory for location configurator object.

Location factory returns ILocationConfigurator object.

Application deletes all aiding data using deleteAllAidingData API.

Status of deleteAllAidingData i.e. either SUCCESS or FAILED will be returned to the application.

A

The response for deleteAllAidingData is received by the application.

3.4.11 Call flow to configure lever arm parameters

LocationFactory ILocationConfigurator

[1] getLocationConfigurator(}
Ll

Application

,[2] ILocationConfigurator

Configure Lever Arm Parametersbl

[3] configureLeverArm(map, callback)
T

[4] Status

T
[5] callback-=commandResponse(errorCode)

LocationFactory ILocationConfigurator

Figure 3-29 Call flow to configure lever arm parameters

Application

>

1. Application requests location factory for location configurator object.

2. Location factory returns ILocationConfigurator object.

80-PF458-2 Rev. H MAY CONTAIN U.S. AND INTERNATIONAL EXPORT CONTROLLED INFORMATION 76



Telematics SDK

Call Flow Diagrams

3. Application configures lever arm parameters using configureLeverArm APL

4. Status of configureLeverArm i.e. either SUCCESS or FAILED will be returned to the application.

5. The response for configureLeverArm is received by the application.

3.4.12 Call flow to configure blacklisted constellations

Application

[1] getLocationConfigurator()

LocationFactory ILocationConfigurator

<l

[2] ILocationConfigurator

-

Configure Blacklist Constellationsb'

A S e

3.4.13

[3] configureConstellations(SvidBlackList, callback) -
| Ll
< [4] Status
T
< [5] callback-=commandResponse(errorCode)

Application

LocationFactory ILocationConfigurator

Figure 3-30 Call flow to configure blacklisted constellations

Application requests location factory for location configurator object.
Location factory returns ILocationConfigurator object.

Application configures blacklisted constellations using configureConstellations API.

The response for configureConstellations is received by the application.

Call flow to configure robust location

Application

[1] getLocationConfigurator()

LocationFactory ILocationConfigurator

[2] ILocationConfigurator

Configure Robust Locationj

[3] configureRobustLocation(enable, enableForE911, callback)
P

T
[4] Status

<

T
[5] callback->commandResponse(errorCode)

-
Application

LocationFactory ILocationConfigurator

Figure 3-31 Call flow to configure robust location

1. Application requests location factory for location configurator object.

2. Location factory returns ILocationConfigurator object.

3. Application configures robust location using configureRobustLocation API.

Status of configureConstellations i.e. either SUCCESS or FAILED will be returned to the application.
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4. Status of configureRobustLocation i.e. either SUCCESS or FAILED will be returned to the
application.

5. The response for configureRobustLocation is received by the application.

3.4.14 Call flow to configure min gps week

Application LocationFactory ILocationConfigurator

[1] getLocationConfigurator()
=

[2] ILocationConfigurator

Configure Min Gps Weekb'

[3] configureMinGpsWeek{minGpsWeek, callback)

>

T
< [4] Status

T
[5] callback({errorCode)

Application LocationFactory ILocationConfigurator

Figure 3-32 Call flow to configure min gps week

1. Application requests location factory for location configurator object.

Location factory returns ILocationConfigurator object.

Application configures min gps week using configureMinGpsWeek API.

Status of configureMinGpsWeek i.e. either SUCCESS or FAILED will be returned to the application.

oA weN

The response for configureMinGpsWeek is received by the application.

3.4.15 Call flow to request min gps week

Application LocationFactory ILocationConfigurator

[1] getLocationConfigurator() .
o
< [2] ILocationConfigurator
Request Min Gps Weekj
[3] requestMinGpsWeekicallback) >
T
o [4] Status
« T
< [5] callback{minGpsWeek, errorCode)

Application LocationFactory ILocationConfigurator

Figure 3-33 Call flow to request min gps week

1. Application requests location factory for location configurator object.
2. Location factory returns ILocationConfigurator object.

3. Application requests min gps week using requestMinGpsWeek API.
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4. Status of requestMinGpsWeek i.e. either SUCCESS or FAILED will be returned to the application.

5. The response for requestMinGpsWeek is received by the application.

3.4.16 Call flow to delete specified data

LocationFactory ILocationConfigurator

[1] getLocationConfigurator()

Application

[2] ILocationConfigurator

- ‘

Delete Aiding Data |

Y

T
[4] Status

[3] deleteAidingDatalaidingDataMask, callback)
T
[5] callback(errorCode)

.‘
-
Application LocationFactory ILocationConfigurator

Figure 3-34 Call flow to delete specified data

Application requests location factory for location configurator object.

Location factory returns ILocationConfigurator object.

Application requests delete specified data using deleteAidingData API.

Status of deleteAidingData i.e. either SUCCESS or FAILED will be returned to the application.

A e

The response for deleteAidingData is received by the application.

3.4.17 Call flow to configure min sv elevation

Application LocationFactory ILocationConfigurator

[1] getLocationConfigurator(}
-

[2] ILocationConfigurator

Configure Min SV Eleuationb]

[3] configureMinSVElevation(minSVElevation, callback) >

T
[4] Status

< T
[5] callback(errorCode)

Application LocationFactory ILocationConfigurator

Figure 3-35 Call flow to configure min sv elevation

1. Application requests location factory for location configurator object.
2. Location factory returns ILocationConfigurator object.

3. Application configures min SV elevation using configureMinSVElevation API.
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4. Status of configureMinSVElevation i.e. either SUCCESS or FAILED will be returned to the
application.

5. The response for configureMinSVElevation is received by the application.

3.4.18 Call flow to request min sv elevation

Application LocationFactory ILocationConfigurator

[1] getLocationConfigurator()
>
< [2] ILocationConfigurator
Request Min 5V Elevationj
[3] requestMinSVElevation(callback) >
T
P [4] Status
.
callback(mlnSVEIevatlon errorCode)

Application LocationFactory ILocationConfigurator

Figure 3-36 Call flow to request min sv elevation

1. Application requests location factory for location configurator object.
Location factory returns ILocationConfigurator object.
Application requests min SV elevation using requestMinSVElevation APIL.

Status of requestMinSVElevation i.e. either SUCCESS or FAILED will be returned to the
application.

S

5. The response for requestMinSVElevation is received by the application.

3.4.19 Call flow to request robust location

Application LocationFactory ILocationConfigurator

[1] getLocationConﬂgurator(}:
< [2] ILocationConfigurator
Request Robust Lccationj
[3] requestRobustLocation(callback) >
T
< [4] Status
caIIback(rLConf_q errorCode)

Application LocationFactory ILocationConfigurator

Figure 3-37 Call flow to request robust location

1. Application requests location factory for location configurator object.

2. Location factory returns ILocationConfigurator object.
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3. Application requests robust location using requestRobustLocation API.

4. Status of requestRobustLocation i.e. either SUCCESS or FAILED will be returned to the application.

5. The response for requestRobustLocation is received by the application.

3.4.20 Call flow to configure dead reckoning engine

Application LocationFactory ILocationConfigurator

Configure DR Engineb'

[1] getLocationConfigurator()

[2] ILocationConfigurator

[3] configureDRiengineConfiguration, callback)
T

[4] Status

T
[5] callback({errorCode)

-

Application

LocationFactory ILocationConfigurator

Figure 3-38 Call flow to configure dead reckoning engine

1. Application requests location factory for location configurator object.

A

Location factory returns ILocationConfigurator object.

The response for configureDR is received by the application.

Application configures dead reckoning engine using configureDR API.

Status of configureDR i.e. either SUCCESS or FAILED will be returned to the application.

3.4.21 Call flow to provide user consent for terrestrial positioning

Application LocationFactory

[1] getLocationConfigurator() o
P

>

[2] ILocationConfigurator

Provide user consentm'

[3] provideConsentForTerrestrialPositioning({userConsent, response(:allback}>

ILocationConfigurator

.

T
[4] Status

-

T
[5] responseCallback{errorCode)

*
Application LocationFactory

Figure 3-39 Call flow to provide user consent for terrestrial positioning

ILocationConfigurator

1. Application requests location factory for location configurator object.

2. Location factory returns ILocationConfigurator object.
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Application provides user consent for terrestrial positioning using
provideConsentForTerrestrialPositioning API.

Status of provideConsentForTerrestrialPositioning i.e. either SUCCESS or FAILED will be returned
to the application.

The response for provideConsentForTerrestrialPositioning is received by the application.

3.4.22 Call flow to represent Xtra Feature

Xtra Callflow

Application LocationFactory ILocationConfigurator

[1] getLocationConfigurator{) .

[2] ILocationConfigurator

>
4

T
Registering LocationConfigListener

with Xtra indications enabled

Xtra Status indications are
received when application registers

for Xtra status

3] registerListener(LocConfigindications indicationList,std::weak_ptr<ILocationConfigListener= listener)
[3]reg rl g : P! g ) »
) [4] Iistener—>UnxtrastatusUEdate(cunst XtraStatus xtraStatus)

<
=Y
Xtra Status indications are also received
if there is a change in downloaded Xtra
assistance data
Configure Xtra Parameters: |
[5] configureXtraParams(bool enable, const XtraConfig configParams, ResponseCallback callback) .
>

T
[6] responseCallback(errorcode)
T

[7] Iistener—>nnXtraStatusU2date(mnst XtraStatus xtraStatus)

A A

Xtra Status indications are received when
application enables/disables Xtra feature

via ConfigXtraParams

Request Xtra Status: I

[8] requestXtrastatus(GetXtrastatusCallback callback) o

T
[9] callback(XtraStatus, errorcode)

A

Deregistering LocationConfigListener from Xtra indi[atinnsb|

A T i

[10] deRegisterListener{LocConfigindications indicationList, std::weak_ptr<ILocationConfigListener> listener) .
-

Application LocationFactory ILocationConfigurator

Figure 3-40 Call flow to represent Xtra Feature

Application requests location factory for location configurator object.

Location factory returns ILocationConfigurator object.

Application registers config listener for Xtra Status indications.

Listener API onXtraStatusUpdate is invoked while registering for Xtra indications.
Application configures Xtra Params using configureXtraParams.

Location Configurator invokes response callback with errorcode.
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7. Listener API onXtraStatusUpdate is invoked when Xtra feature is enabled/disabled.

8. Application requests Xtra Status using requestXtraStatus.

9. Location Configurator invokes GetXtraStatus callback with XtraStatus and errorcode.

10. Application deregisters config listener from Xtra Status indications.

3.5 Data

3.5.1 Start/Stop for data connection manager call flow

DataFactory IDataConnectionManager

[1] getIDataConnectionManager()

Application

>

DatacCall Info changes

Register listener for I=.|

Start Cellular Data Call
on the given profile id
and IP Family type

Stop Cellular Data Call
on the given profile id,
IP Family type

Getting notification
when there is a
change in the data call

Remaove listener |

Application

all
-

[2] IDataConnectionManager

<l
-

[3] registerListener(listener)
T

[4] Status

¥

[5] startDataCall(profileld, ipFamilyType, start DataCallback)
1

Y

[6] Status

T
[7] startDataCallback->ResponseCallback(error)

[8] stopDataCall(profileld, ipFamilyType, stopDataCallback)
1

Y

[9] Status

A

T
[10] stopDataCallback-=ResponseCallback(error)

A

[11] listener-onDataCallinfoChanged(dataCall)

[12] removelistener(listener) .
Ll

T
[13] Status

DataFactory IDataConnectionManager

Figure 3-41 Start/Stop for data connection manager call flow

1. Application requests data factory for data connection manager object.
2. Data factory returns IDataConnectionManager object to application.

3. Application registers the listener to get notifications for data call change.
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10.
11.
12.
13.

The application receives the status i.e. either SUCCESS or FAILED based on the registration of the

listener.

Application requests for start data call and optionally gets asynchronous response using
startDataCallback.

Application receives the status i.e. either SUCCESS or FAILED based on the execution of
startDataCall.

Optionally, the application gets asynchronous response for startDataCall using startDataCallback.

Application requests for stop data call and optionally gets asynchronous response using
stopDataCallback.

Application receives the status i.e. either SUCCESS or FAILED based on the execution of
stopDataCall.

Optionally, the application gets asynchronous response for stopDataCall using stopDataCallback.

Application receives a notification when there is a change in data call.
Application removes the listener.

Application receives the status i.e. SUCCESS or FAILED for the removal of listener.
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3.5.2 Request/Create/Delete/Modify for data profile manager call flow

Application IDataProfileManager

DataFactory

[1] getIiDataProfileManager()
o [2] IDataProfileManager
o
Request Profile list I
[3] requestProfileList{dataProfilesCallback) >
T
< [4] Status
T
 [5] dataProfilesCallback->onProfileListResponse(dataProfiles,error)
Create Profile I
[6] createProfile(profileParams, createProfileCallback) o
| L
[7] Status
< 1
< [8] createProfileCallback->onProfileResponse(profile, error)
Delete Profile I
[9] deleteProfile(profileld, tp, deleteProfileCallback) "
| Ll
[10] Sstatus
< |
< [11] deleteProfileCallback->commandResponse(error)
Modify Profile I
[12] modifyProfile(profileld, params, modifyProfileCallback) >
T
o [13] status
- T
< [14] modifyProfileCallback->commandResponse(error)
Query Profile I
[15] queryProfile(params, queryProfileCallback) >
T
< [16] Staltus
_‘[1?] queryProfileCallback->onProfileListResponse(dataProfiles,error)
Request Profile by IDB|
[18] requestProfile(profileld, tp, requestProfileByldCallback) >
T
< [19] Status
T
. [20] request ProfileByldCallback-=>onProfileResponse(profile, error)
o

Application DataFactory IDataProfileManager

Figure 3-42 Request/Create/Delete/Modify for data profile manager call flow

1. Application requests data factory for data profile manager object.
2. Data factory returns IDataProfileManager object to application.

3. Application requests for profile list and optionally gets asynchronous response using
dataProfilesCallback.

4. Application receives the status i.e. either SUCCESS or FAILED based on the execution of
requestProfileList.

5. Optionally, the application gets asynchronous response for requestProfileList using
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10.

11.
12.

13.

14.

15.

16.

17.
18.

19.

20.

dataProfilesCallback.

Application requests for create profile and optionally gets asynchronous response using
createProfilesCallback.

Application receives the status i.e. either SUCCESS or FAILED based on the execution of
createProfile.

Optionally, the application gets asynchronous response for createProfile using createProfilesCallback.

Application requests for delete profile and optionally gets asynchronous response using
deleteProfilesCallback.

Application receives the status i.e. either SUCCESS or FAILED based on the execution of
deleteProfile.

Optionally, the application gets asynchronous response for deleteProfile using deleteProfilesCallback.

Application requests for modify profile and optionally gets asynchronous response using
modifyProfilesCallback.

Application receives the status i.e. either SUCCESS or FAILED based on the execution of
modifyProfile.

Optionally, the application gets asynchronous response for modifyProfile using
modifyProfilesCallback.

Application requests for query profile and optionally gets asynchronous response using
queryProfilesCallback.

Application receives the status i.e. either SUCCESS or FAILED based on the execution of
queryProfile.

Optionally, the application gets asynchronous response for queryProfile using queryProfilesCallback.

Application requests for request profile and optionally gets asynchronous response using
requestProfileByldCallback.

Application receives the status i.e. either SUCCESS or FAILED based on the execution of
requestProfile.

Optionally, the application gets asynchronous response for requestProfile using
requestProfileByldCallback.

3.5.3 Data Filter Manager Call Flow

Data Filter manager provides APIs to get/set data filter mode, add/remove data restrict filters. Its API can
used per data call or globally to apply the same changes to all the underlying currently up data call. It also
has listener interface for notifications for data filter status update. Application will get the Data Filter
manager object from data factory. The application can register a listener for data filter mode change updates.
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3.5.3.1 Call flow to Set/Get data filter mode

DataFactory IDataConnectionManager IDataFilterManager

Get Data Connection Manager instanceb'

[1]getDataconnectionmanager(} »
‘ [2] IDataConnectionManager

On Data Connection subsystem reamnes;,bl
Get Data Filter Manager instanceb'

[3] getDataFilterManager() L
b
- [4] IDatafilterManager

Dy
On Data Filter subsystem readiness,

Iy
Start data call

[5] startDataCall{profileld,|pFamilyType, ResponseCh OperationType APN)

T
[6] IDataCall

A

Set data filter mode to enable1

[7] setDataRestrict Mode(DataRestrictMode ResponseCallback profileld, |pFamily Type)

A 4

P [8] Status
<
[9] ResponseCallback(ErrorCode)
Get data filter mode l
[10] request DataRestrictMode(interfaceName, DataRestrictModeCb) -
P>

. | [11] Status |
4

I I
[12] DataRestrictModeCh(DataRestrict Mode, ErrorCode)

Application DataFactory IDataConnectionManager IDataFilterManager

Figure 3-43 Get/Set data filter mode call flow

1. Application requests data factory for data connection manager object.
Data factory returns IDataConnectionManager object to application.
Application requests data factory for data filter manager object.

Data factory returns IDataFilterManager object to application.

A

Application requests for start data call and optionally gets asynchronous response using
startDataCallback.

6. Application receives the status i.e. either SUCCESS or FAILED based on the execution of
startDataCall.

7. Optionally, the application gets asynchronous response for startDataCall using startDataCallback.

8. Application requests for set data filter mode to enable and optionally gets asynchronous response
using ResponseCallback.
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9. Application receives the status i.e. either SUCCESS or FAILED based on the execution of
setDataRestrictMode.

10. Optionally, the application gets asynchronous response for setDataRestrictMode using
ResponseCallback.

11. Application requests for get data filter mode and optionally gets asynchronous response using
DataRestrictModeCb.

12. Application receives the status i.e. either SUCCESS or FAILED based on the execution of
requestDataRestrictMode.

13. Optionally, the application gets asynchronous response for requestDataRestrictMode using
DataRestrictModeCb.

3.5.3.2 Call flow to Add data restrict filter

Application DataFactory IDataConnectionManager IDataFilterManager

Get Data Connection Manager instancetl

[1] getDataConnectionManager() .

o [2] IDataConnectionManager
-

On Data Connection subsystem readinessf)l

Get Data Filter Manager |n5tanceb|

[3] getDataFilterManager() .
|

[4] IDataFilterManager

A

LY
On Data Filter subsystem readiness,

Start data call

Set data filter mode to enable1

[5] startDataCall(profileld,|pFamilyType, ResponseCh,OperationType, APN)
T >
[6] IDataCall

A

|7] setDataRestrictMode(DataRestrictMode, ResponseCallback profileld, |pFamilyType)

\ 4

[8] Status

A

T
[9] ResponseCallback(ErrorCode)

[10] addDataRestrictFilter(lIpFilter,ResponseCallback profileld, |pFamily Type)

h 4

| [11] Status

Add data filter l
I
[12] ResponseCallback{ErrorCode)
Application DataFactory IDataConnectionManager IDataFilterManager

Figure 3-44 Add data restrict filter call flow

”
-

1. Application requests data factory for data connection manager object.

2. Data factory returns IDataConnectionManager object to application.
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3. Application requests data factory for data filter manager object.
4. Data factory returns IDataFilterManager object to application.

5. Application requests for start data call and optionally gets asynchronous response using
startDataCallback.

6. Application receives the status i.e. either SUCCESS or FAILED based on the execution of
startDataCall.

7. Optionally, the application gets asynchronous response for startDataCall using startDataCallback.

8. Application requests for add data filter and optionally gets asynchronous response using
ResponseCallback.

9. Application receives the status i.e. either SUCCESS or FAILED based on the execution of
addDataRestrictFilter.

10. Optionally, the application gets asynchronous response for addDataRestrictFilter using
ResponseCallback.

3.5.3.3 Call flow to Remove data restrict filter

Application DataFactory IDataFilterManager

Get Data Connection Manager instanceb|

[1] getDataConnectionManager()

>
< [2] IDataConnectionManager
On Data Connection subsystem readiness,b|
Get Data Filter Manager instanceb|
[3] getDataFilterManager() o
>
< [4] IDataFilterManager

I,
On Data Filter subsystem readiness,

T
Remove all data filters

[5] removeAllDataRestrictFilters(ResponseCallback profileld,ipFamilyType)

[
|

[6] Status

[7] ResponseCallback({ErrorCode)

-
Application DataFactory IDataFilterManager

Figure 3-45 Remove data restrict filter call flow

1. Application requests data factory for data connection manager object.
2. Data factory returns IDataConnectionManager object to application.

3. Application requests data factory for data filter manager object.
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4. Data factory returns IDataFilterManager object to application.

5. Application requests for start data call and optionally gets asynchronous response using
startDataCallback.

6. Application receives the status i.e. either SUCCESS or FAILED based on the execution of
startDataCall.

7. Optionally, the application gets asynchronous response for startDataCall using startDataCallback.

8. Application requests for add data filter and optionally gets asynchronous response using
ResponseCallback.

9. Application receives the status i.e. either SUCCESS or FAILED based on the execution of
removeAllDataRestrictFilters.

10. Optionally, the application gets asynchronous response for removeAllDataRestrictFilters using
ResponseCallback.

3.5.4 Data Networking Call Flow

Application will get the following manager objects from data factory to configure networking.
IVlanManager is used to access all VLAN APIs. INatManager is used to access all Static NAT APIs.
IFirewallManager is used to access all Firewall APIs.
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3.5.4.1 Create VLAN and Bind it to PDN in data vlan manager call flow

Create VLAN and Bind to PDN

Application DataFactory VianManager
[1] getWlanManager(operationType)

|
I3  [VIanManager doesn't exist]

[1.1] create VlanManager instance :

[2] VlanManager*

ai
|
[3] isSubsystemReady() >
< [4] status
m [VIlanSubsytem Not Ready]
[4.1] onSubsystemReady
Y >

[4.2] return future

-

[4.3] wait for future :

[
[5] createVlan(configs,callback)

Y

o [6] status
-
< [7] callback
[8] bindwithProfile(profileid, vlanid,callback) .
o [9] status
-
< [10] callback

Application DataFactory VianManager

Figure 3-46 Create VLAN and bind it to PDN for data VLAN manager call flow

1. Application requests data factory for data IVlanManager object. 1.1. If IVlanManager object does
not exist, data factory will create new object.

2. Data factory returns IVIanManager object to application.
3. Application can use IVlanManager::isSubsystemReady to determine if the system is ready.

4. The application receives the Status i.e. either true or false to indicate whether sub-system is ready or
not. 4.1. If it is not ready, then the application could use onSubsystemReady which returns
std::future. 4.2. Application gets future for IVlanManager readiness. 4.3. Application wait for
indefinitely for IVlanManager readiness.

5. On Readiness, application calls IVlanManager::createVlan with assigned id, interface, and
acceleration type.

6. Application receives synchronous Status which indicates if the IVlanManager::createVlan request
was sent successfully.

7. Application is notified of the Status of the [VlanManager::createVlan request (either SUCCESS or
FAILED) via the application-supplied callback.

8. Application calls IVlanManager::bindWithProfile with Vlan id and profile id.

9. Application receives synchronous Status which indicates if the IVIanManager::bindWithProfile
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request was sent successfully.

1. Application is notified of the Status of the [VlanManager::bindWithProfile request (either SUCCESS
or FAILED) via the application-supplied callback.

3.5.4.2 LAN-LAN VLAN Configuration from EAP usecase call flow

LAN2LAN from EAP

Application DataFactory VianManager
(1] getVianManager(operationType)
[2] issubsystemReady()
T

I3  [VianSubsytem Not Ready]
[21] nRead

shared ptr<vianManager>

retum future

wait for future :

[3] createvian(configs.callback) >

configiface = usb
config.vlanid = 1

isAccelerated = (no-op)

status

callback

(4] getVianManager(operationType)

operationType = REMOTE
shared_ptr<VlanManager>
[5] isSubsystemReady()
T

I3  [VianSubsytem Not Ready]
[5.1] mRead
T

retum future

wait for future :

[6] createVian(configs.callback)

configiface = usb
config.vlanid = 1

isAccelerated = True

“This action will trigger modem reboot

- status

callback

[7] createVian(configs callback) R

configiface = eth
config.vlanid = 1

isAccelerated = True

“This action wil trigger modem reboot
(a_HE_a(k

Figure 3-47 LAN-LAN VLAN Configuration Usecase from EAP call flow

status

1. Application requests data factory for data IVlanManager for local operation object.

2. Application use IVlanManager::isSubsystemReady to determine if the system is ready. 2.1. If it is
not ready, then the application could use onSubsystemReady which returns std::future.

3. On readiness, application calls IVlanManager::createVlan with USB interface, Vlan id 1 and no
acceleration and wait for callback to indicate createVlan result

4. Application requests data factory for data IVlanManager for remote operation object.

5. Application use IVlanManager::isSubsystemReady to determine if the system is ready. 5.1. If it is
not ready, then the application could use onSubsystemReady which returns std::future.
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6. On readiness, application calls IVlanManager::createVlan with USB interface, Vlan id 1 and
acceleration and wait for callback to indicate createVlan result

7. Application calls IVIanManager::createVlan with ETH interface, Vlan id 1 and acceleration and wait
for callback to indicate createVlan result

3.5.4.3 LAN-LAN VLAN Configuration from A7 usecase call flow

LAN2LAN from A7

Application DataFactory VianManager
[1] getVlanManager(operation Type)
shared ptr<VianManager>

[2] isSubsystemReady()

3  [Viansubsytem Not Ready]

[2.1] onSubsystemReady N

return future

wait for future :

[3] createvian(configs callback) R

configiface = usb
configvlanid = 1

isAccelerated = True

“This action will trigger modem reboot

status

callback

(4] createVian(configs.callback)

configiface = eth
configvlanid = 1

isAccelerated = True

“This action will trigger modem reboot
callback

A ELIVELEL S
Figure 3-48 LAN-LAN VLAN Configuration Usecase from A7 call flow

status

1. Application requests data factory for data IVlanManager for local operation object.

2. Application use IVlanManager::isSubsystemReady to determine if the system is ready. 2.1. If it is
not ready, then the application could use onSubsystemReady which returns std::future.

3. On readiness, application calls IVlanManager::createVlan with USB interface, Vlan id 1 and
acceleration and wait for callback to indicate createVlan result

1. Application calls IVIanManager::createVlan with ETH interface, Vlan id 1 and acceleration and wait
for callback to indicate createVlan result

80-PF458-2 Rev. H MAY CONTAIN U.S. AND INTERNATIONAL EXPORT CONTROLLED INFORMATION 93



Telematics SDK Call Flow Diagrams

3.5.4.4 LAN-WAN VLAN Configuration from EAP usecase call flow

LAN2WAN from EAP

DataFactory VianManager FirewallManager | DataConnectionManager

(1) get?

shared_ptr<VianManager>

(2] )
T
23  [Viansubsytem Not Ready] |
[21]
retum future
wait for future )
) lback)
configiface = ush
configvlanid =1
isAccelerated = (no-op)
status
callback

4]

shared_ptr<VianManager>

6]
I
I3 [Viansubsytem Not Ready] |
[5.1]
return future
wait for future )
G} alback)

configiface = usb
config.vianid = 1
isAccelerated = True
“This action wil trigger modem reboot

status

callback

Ul lback)

configiface = eth
configvlantd = 1
isaccelerated = True
“This action will trigger modem reboot

status

callback

(8] bind janid,callback)

profileid = 2
vianid =1

status

calback

I3 [fDMZ s needed]
9) getFirewallManager(operationType) »

shared_ptr<FirewallManager>

1)

I3  [Firewallsubsytem Not Ready]
[20.1]

retum future

wait for future pum)

11 ipAddr callback)
profileld = 2
ipAddr = local addr

(12] getDat;
shared ptr<Dat:
(3] )
!
13  [pataConnectionSubsytem Not Ready] ‘
JeERY|
T
retum future
wait for future pum)
[14] startDataCall(profileld. ipFamilyType.callback. e.apn)

profileld = 2
ipFamilyType = IPV4/IPV6
callback

apn = string for apn name:

Figure 3-49 LAN-WAN VLAN Configuration Usecase from EAP call flow
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1. Application requests data factory for data [VlanManager for local operation object.

2. Application use IVlanManager::isSubsystemReady to determine if the system is ready. 2.1. If it is
not ready, then the application could use onSubsystemReady which returns std::future.

3. On readiness, application calls IVlanManager::createVlan with USB interface, Vlan id 1 and no
acceleration and wait for callback to indicate createVlan result

4. Application requests data factory for data IVlanManager for remote operation object.

5. Application use IVlanManager::isSubsystemReady to determine if the system is ready. 5.1. If it is
not ready, then the application could use onSubsystemReady which returns std::future.

6. On readiness, application calls IVlanManager::createVlan with USB interface, Vlan id 1 and
acceleration and wait for callback to indicate createVlan result

7. Application calls IVIanManager::createVlan with ETH interface, Vlan id 1 and acceleration and wait
for callback to indicate createVlan result

8. Application calls [IVlanManager::bindWithProfile with profile id to bind with and wait for callback to
indicate bindWithProfile result If DMZ is needed:

(a) Application requests data factory for data IFirewallManager object
(b) Application can use IFirewallManager::isSubsystemReady to determine if the system is ready.

10.1. If FirewallManager is not ready, then the application could use onSubsystemReady which
returns std::future and wait for future.

(c) Application can use IFirewallManager::enableDmz with profile id and local address to be
enable Dmz on

9. Application calls getDataConnectionManager to get object of IDataConnectionManager

10. Application can use IDataConnectionManager::isSubsystemReady to determine if the system is
ready. 13.1. If DataConnectionManager is not ready, then the application could use
onSubsystemReady which returns std::future and wait for future.

11. Application can use IDataConnectionManager::startDataCall with profile id to start data call on, Ip
Family type, operation Type and APN Name
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3.5.4.5 LAN-WAN VLAN Configuration from A7 usecase call flow

Application

I wiens

wait: for future

K nufom:

13  [FirewallSubsytem Not Ready] ‘

wait: for future

13 [pataConnectionSubsytem Not Ready]

wait for future

Application

[1] getvianManager(operationType)

shared_ptr<VianManager>

[2]issubsystemRead:

DataFactory

LAN2WAN from A7

VianManager
operationType = LOCAL

ubsytem Not Ready]
[2.1] onsub:

return future

—

[3] createVian(configs,callback)

configiface = usb
config.lanid = 1

isAccelerated = True

status
callback
[4] creat «callback)

configiface = eth
configalanid = 1
isAccelerated = True

» status

< callback

status

[5] bindwithProfile(profileid, vianid,callback) >

profileld = 2
vianid =1

callback.

Z is needed]

(6] getFirewallManager(operationType)

shared ptr<FirewallManager>
[

operationType = LOCAL

]issubsystemReady()

“This action will trigger modem reboot

“This action will trigger modem reboot

FirewallManager | DataConnectionManager

1] eady

return future

)

[8] enabl

D ipAddr,callback

profileld = 2

ipAddr = local addr

(9] getDataConnectionManager(operationType)
shared ptr<DataConnectionManager>

[10] isSubsystemReady()

[10.1] onsubsystemReady.

return future

—

st

rtDatacall(profileld, ipFamilyType callback,operationType,apn)

DataFactory

Figure 3-50 LAN-WAN VLAN Configuration Usecase from A7 call flow

VianManager

profileld = 2
ipFamilyType = IPV4/IPVG
callback

apn = string for apn name

FirewallManager | DataConnectionManager

1. Application requests data factory for data [IVlanManager for remote operation object.

2. Application use [VlanManager::isSubsystemReady to determine if the system is ready. 2.1. If it is
not ready, then the application could use onSubsystemReady which returns std::future.
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3. On readiness, application calls IVlanManager::createVlan with USB interface, Vlan id 1 and
acceleration and wait for callback to indicate createVlan result

4. Application calls IVIanManager::createVlan with ETH interface, Vlan id 1 and acceleration and wait
or callback to indicate createVlan result

5. Application calls IVlanManager::bindWithProfile with profile id to bind with and wait for callback to
indicate bindWithProfile result If DMZ is needed:

(a) Application requests data factory for data IFirewallManager object

(b) Application can use IFirewallManager::isSubsystemReady to determine if the system is ready.
7.1. If FirewallManager is not ready, then the application could use onSubsystemReady which
returns std::future and wait for future.

(c) Application can use IFirewallManager::enableDmz with profile id and local address to be
enable Dmz on

6. Application calls getDataConnectionManager to get object of IDataConnectionManager

7. Application can use IDataConnectionManager::isSubsystemReady to determine if the system is
ready. 10.1. If DataConnectionManager is not ready, then the application could use
onSubsystemReady which returns std::future and wait for future.

8. Application can use IDataConnectionManager::startDataCall with profile id to start data call on, Ip
Family type, operation Type and APN Name

3.5.4.6 Create Static NAT entry in data Static NAT manager call flow

Create Static NAT Entry

Application DataFactory NatManager
[1] getNatManager(OperationType)

|
[EI3 [NatManager doesn't exist]
[1.1] create NatManagerinstance :

[2] NatManager*

il
|
[3]isSubsystemReady() >
< [4] status
m [NatManager Not Ready]
[4.1] onSubsystemReady
T >

[4.2] return future

<

wait [4.3] for future :

I
[5] addStaticNatEntry(profileld,configs,callback)

Y

L [6] status

< [7] callback

Application DataFactory NatManager

Figure 3-51 Create Static NAT entry for data NAT manager call flow
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1. Application requests data factory for data INatManager object. 1.1. If INatManager object does not
exist, data factory will create new object.

2. Data factory returns NatManager object to application.
3. Application can use INatManager::isSubsystemReady to determine if the system is ready.

4. The application receives the Status i.e. either true or false to indicate whether sub-system is ready or
not. 4.1. If it is not ready, then the application could use onSubsystemReady which returns
std::future. 4.2. Application gets future for INatManager readiness. 4.3. Application wait for
indefinitely for INatManager readiness.

5. On Readiness, application calls INatManager::addStaticNatEntry with profileld, private IP address
port, private port, global port and IP Protocol.

6. Application receives synchronous Status which indicates if the INatManager::addStaticNatEntry
request was sent successfully.

7. Application is notified of the Status of the INatManager::addStaticNatEntry request (either
SUCCESS or FAILED) via the application-supplied callback.

3.5.4.7 Firewall Enablement in data Firewall manager call flow

Enable/Disable Firewall

Application

DataFactory FirewallManager

[1] getFirewallManager(OperationType),
| Ll
m [FirewallManager doesn't exist]

[1.1] create FirewallManager instance :)

[2] FirewallManager#*

-
3] isSubsyst Read
[3]isSubsystemReady() >
L [4] status
|
m [FirewallManager Not Ready]
4.1 Subsyst Read
[4.1] onSubsystemReady >

[4.2] return future

|
|
[4.3] wait for future :

h 4

[6] status

I
[5] setFirewall(profileld,enble allowPackets,callback)
[7] callback

-
Application DataFactory FirewallManager

Figure 3-52 Firewall enablement in data Firewall manager call flow

1. Application requests data factory for data IFirewallManager object. 1.1. If IFirewallManager object
does not exist, data factory will create new object.

2. Data factory returns FirewallManager object to application.

3. Application can use [FirewallManager::isSubsystemReady to determine if the system is ready.
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4. The application receives the Status i.e. either true or false to indicate whether sub-system is ready or
not. 4.1. If it is not ready, then the application could use onSubsystemReady which returns
std::future. 4.2. Application gets future for IFirewallManager readiness. 4.3. Application wait for
indefinitely for IFirewallManager readiness.

5. On Readiness, application calls [FirewallManager::setFirewall with enable/disable and allow/drop
packets.

6. Application receives synchronous Status which indicates if the IFirewallManager::setFirewall request
was sent successfully.

7. Application is notified of the Status of the [FirewallManager::setFirewall request (either SUCCESS
or FAILED) via the application-supplied callback.

3.5.4.8 Add Firewall Entry in data Firewall manager call flow

Add Firewall Entry

DataFactory FirewallManager FirewallEntry m

[1] getFirewallManager{OperationType),
| Ll
m [FirewallManager doesn't exist]

Application

[1.1] create FirewallManagerinstance :)

< [2] FirewallManager*
3] isSubsyst Read
[3] isSubsystemReady() >
o [4] status
>
m [FirewallManager Not Ready]
[4.1] onSubsystemReady >

4.2] return future
< [4.2]

wait [4.3] for future :

[5] getNewFirewallEntry(proto, fwIDir, ipFamType)

Y

T
[6] FirewallEntry*

T
[7] FirewallEntry-=getIProtocolFilter()

Y

[8] IpFilter*

-
<
[9] Populate FirewallEntry :

[10] addFirewallEntry(profileld, FwlEntry,callBack)

o [11] Status
|
[12] CallBack

>
Application DataFactory FirewallManager FirewallEntry m

Figure 3-53 Add Firewall entry in data Firewall manager call flow

1. Application requests data factory for data IFirewallManager object. 1.1. If IFirewallManager object
does not exist, data factory will create new object.

2. Data factory returns FirewallManager object to application.
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3. Application can use IFirewallManager::isSubsystemReady to determine if the system is ready.

4. The application receives the Status i.e. either true or false to indicate whether sub-system is ready or
not. 4.1. If it is not ready, then the application could use onSubsystemReady which returns
std::future. 4.2. Application gets future for IFirewallManager readiness. 4.3. Application wait for
indefinitely for IFirewallManager readiness.

5. On Readiness, application calls IFirewallManager::getNewFirewallEntry to get FirewallEntry object.
6. Application receives Firewall Entry object.

7. Using Firewall Entry object, application calls IFirewallEntry::getIProtocolFilter to get protocol filter
object

8. Application receives IpFilter object.
9. Application populates FirewallEntry and IpFilter objects.

10. Application calls IFirewallManager::addFirewallEntry with profileld and FirewallEntry to add
firewall entry

11. Application receives synchronous Status which indicates if addFirewallEntry was sent successfully

12. Application is notified of the Status of the IFirewallManager::addFirewallEntry request (either
SUCCESS or FAILED) via the application-supplied callback.

3.5.4.9 Set Firewall DMZ in data Firewall manager call flow

Create Firewall DMZ

Application DataFactory FirewallManager
[1] getFirewallManager(OperationType)

I
[CI3  [FirewallManager doesn't exist]

[1.1] create FirewallManager instance :)

o [2] FirewallManager*
3] isSubsyst Read
[3]isSubsystemReady() >
< [4] status
[CZI38  [FirewallManager Not Ready]
[4.1] onSubsystemReady >
< [4.2] return future
[4.3] wait for future :)
I
[5] enableDmziprofileld,ipAddress,callback) >
o [6] status
|
7] callback
< [7] callbac

Application DataFactory FirewallManager

Figure 3-54 Set Firewall DMZ in data Firewall manager call flow

80-PF458-2 Rev. H MAY CONTAIN U.S. AND INTERNATIONAL EXPORT CONTROLLED INFORMATION 100



Telematics SDK Call Flow Diagrams

1. Application requests data factory for data IFirewallManager object. 1.1. If IFirewallManager object
does not exist, data factory will create new object.

2. Data factory returns FirewallManager object to application.
3. Application can use IFirewallManager::isSubsystemReady to determine if the system is ready.

4. The application receives the Status i.e. either true or false to indicate whether sub-system is ready or
not. 4.1. If it is not ready, then the application could use onSubsystemReady which returns
std::future. 4.2. Application gets future for IFirewallManager readiness. 4.3. Application wait for
indefinitely for IFirewallManager readiness.

5. On Readiness, application calls IFirewallManager::enableDmz with profileld and IP Address.

6. Application receives synchronous Status which indicates if the IFirewallManager::enableDmz
request was sent successfully.

7. Application is notified of the Status of the [FirewallManager::enableDmz request (either SUCCESS
or FAILED) via the application-supplied callback.

3.5.4.10 Socks Enablement in data Socks manager call flow

Enable/Disable Socks

DataFactory SocksManager

Application

[1] getSocksManager(OperationType)
I
m [FirewallManager doesn't exist]

[1.1] create FirewallManager instance )

o [2] SocksManager*
-

[3] isSubsystemReady()

Y

< [4] status

733  [SocksManager Not Ready]

[4.1] onSubsystemReady

Y

T
[4.2] return future

-

[4.3] wait for future :

I
[5] enableSocks(enble,callback)

o [6] status

< [7] callback

Application DataFactory SocksManager

Figure 3-55 Socks enablement in data Socks manager call flow

1. Application requests data factory for data [ISocksManager object. 1.1. If IFirewallManager object
does not e