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Introduction

Scope:

Smart Vineyard System built on top of DragonBoard™ 410c from Arrow Electronics integrated
with sensors to Monitor and Optimize growing conditions by capturing data and processing it on
the edge gateway, and making real time decisions about irrigation, grape temperature for frost

prevention.

The data collected from the sensors shall be stored on the cloud and analytics performed on the

data on hourly, daily and long term including the quality and Quantity of wine grapes.
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Hardware and Software Requirements

Hardware components:

e DragonBoard™ 410c from Arrow Electronics with power supply.

e Host machine(Linux).

e MicroSD card with 8GB or more of storage.

e USB Mouse and keyboard.

e HDMI Monitor with HDMI cable and HDMI connector.

e Sensor Mezzanine board.

e Grove Moisture sensor v1.4, Grove Digital light sensor v1.1, Grove 10DoF IMU v2.0,
Grove Mini fan v1.1, Grove Chainable RGB LED v2.0.

Software Components:

e Linaro aarch64 - Please follow the below instruction to install Linaro OS on dragon board
410c.
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Installation of Linaro OS on Dragon-Board 410c

Download SD Card image:

To download “SD Card Image—Install and boot from eMMC” click here.

Choose Host Machine(Linux):

1. Prepare MicroSD Card,
a. Ensure data from microSD card is backed up.
b. Everything on microSD card will be lost by the end of this procedure.

2. Find SD Card Device name,
a. Use host computer.
b. Open “Terminal” application from your host machine or press
c. Remove SD card from host computer and run the following command from your
terminal,

$ 1lsblk

d. Note all recognized disk names.
e. Insert SD card and run the following command (again),

$ 1lsblk

f. Note the newly recognized disk. This will be your SD card.
g. Remember your SD card device name, it will be needed in Step 7.

3. Recall Download Location,
a. Locate SD card install file from Downloads page.
b. This file will be needed for the next step.

4. Unzip SD Card Install Image,
a. Command for Unzip file:

$ unzip <filename>

b. When unzipped, you will have a folder with the following contents:
i. Install Image(.img)
ii. License.txt

5. Go to directory with SD Card Install Image folder using Terminal,

a. Open “Terminal” application from your host computer.
b. Change to the directory where you unzipped SD Card Install Image,
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$ cd /home/username/Downloads

6. Locate SD Card Install Image,
a. Make sure you are in the extraction directory.
b. Inside this folder you will find install image “db410c_sd_install_debian.img”.
c. This .img file is what will be flashed to your SD Card.

7. Install Image onto SD Card. Checklist,
a. SD card inserted into host computer.
b. Recall SD Card device name from Step 2
c. Within that downloaded folder you will find “db410c_sd_install_debian.img” and
from terminal run the below command.

$ sudo dd if=db410@c_sd_install _debian.img of=/dev/XXX bs=4M

oflag=sync status=noxfer

NOTE : Syntax for the command above,

$ sudo dd if=<name of image downloaded> of=/dev/<SD Card

deviceName without partition> bs=4M oflag=sync status=noxfer

d. This command will take some time to execute. Be patient and avoid tampering
with the terminal until process has ended.
e. Once SD card is done flashing, remove from host computer.

8. Prepare Dragonboard 410c with SD card,
a. Make sure Dragonboard™410c is unplugged from power.

b. Set S6 switch on Dragonboard™410c to 0-1-0-0, “SD Boot switch” should be set

to “ON”. See S6 switch on the below diagram:

c. Connect an HDMI monitor to the Dragonboard ™410c with an HDMI cable, and
power on the monitor.

d. Plug a USB keyboard and/or mouse into either of the two USB connectors on the
Dragonboard ™410c.

e. Insert the microSD card into the Dragonboard™ 410c.

f. Plug power adaptor into Dragonboard™ 410c, wait for board to boot up.
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9. Install image onto Dragonboard 410c. If Steps 1 - 8 were followed correctly, the below
screen should be visible from your Dragonboard™410c,

a. Select the image to install and click “Install icon”. OS will be installed into the
eMMC memory.

b. This process can take a few minutes to complete.

c. Upon completion, “Flashing has completed and OS has installed successfully....’
message will appear.

d. Before clicking “OK”, Remove the SD Card.

e. Set S6 switch on Dragonboard™ 410c to 0-0-0-0, all switches should be set to
“OFF”.

f.  Now click “OK” button and allow Dragonboard™410c to reboot.
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g. Ittakes some time to reboot, After Some time, if screen is not appeared, then plug
it off and again replug it of Dragonboard, After that Below Screen will appear.
# ey
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Installation of Greenqgrass on Dragon-Board 410c

Run AWS Greengrass core software:

Enable symlink and hardlink protection:

The Debian release for the DragonBoard 410c has symlink and hardlink protection disabled by
default. The following creates sysctl configuration file with the options to enable the protection.
Open a terminal application from your dragonboard 410c or press Ctrl+Alt+t and type the below
command,

$ sudo sh -c 'echo "fs.protected hardlinks = 1" >> /etc/sysctl.d/local-
ggc.conf'

$ sudo sh -c 'echo "fs.protected symlinks = 1" >> /etc/sysctl.d/local-
ggc.conf'

Reboot the system:

$ sudo reboot

After rebooting your Dragonboard 410c, you can verify the protection is working by checking:

$ sudo cat /proc/sys/fs/protected {hardlinks,symlinks}

NOTE : You should see two 1s.

Use the following command to add a user for greengrass. Open a terminal from your dragon-
board 410c or press Ctrl+Alt+t and type the below command,

$ sudo adduser --system ggc_user

$ sudo addgroup --system ggc_group
$ sudo apt-get update

Use the following command to install sqlite3,

$ sudo apt-get install sqlite3

Use the following command to install cmake,

$ sudo apt-get install cmake

Install AWS CLI on Linux (Dragonboard 410c):

Open your terminal application:-
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1. Check your Python installation,

$ python --version

2. Download the AWS CLI Bundled installer from below command,

$ curl "https://s3.amazonaws.com/aws-cli/awscli-bundle.zip" -o

"awscli-bundle.zip"

3. Unzip the package,

$ unzip awscli-bundle.zip

4. Run the install executable,

$ sudo ./awscli-bundle/install -i /usr/local/aws -b

/usr/local/bin/aws

5. Reboot the system, open your terminal in dragon-board 410c and type,

$ sudo reboot

Create AWS Greengrass Group and AWS Greengrass Core:

Assuming you have AWS account.
1. Sign in to the AWS Management console.
2. Open the AWS loT console using the console search.

=  Oregom = Suppert =

Codubing AN BT
Codeloeremit

Codellyid
Elastic Bearsialk CodeDepiay
Ak CodePipelng
Batch Xy

3. From the navigation pane, choose Greengrass.
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Create a Greengrass Group:

On the Set up your Greengrass group page, choose Use easy creation

Set up your Greengrass Group

Satting up Your Group mequInes: you I provison 8 Cons devios in T 16T Fisgistng. aoquine & certficate for your Con, and assign an MM
robe 10 your Group. M you e unfamilliar with any of (hess Slens we recommend the easy Group creation. Finally, you'll need 5o instal

55 software on your Core devica.
Easy Group creation {recommanded])

e e et s s oo [ ]

narer Groun, and provide your COore With B new Corificate snd & key pair.
Advanced Group creation

T ST A e i B s Sy SUDE WS T e St A il i Sro——
e B0 CUSIGMETE B BAM Roks for yinsr Grows and the corficate for your Cone. and provide

oy pair

= -

1. Type a name for your group, and then choose Next.

Name your Group

The Greengrass Group s a coud-configured managed coliection of local devices and Lambda functions that can be programed &
communicate with aach other through a Core device. Groups. Can contain up o 100 local devices.

Growp Hame

Ny rsGeoup
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2. Use the default name for your AWS Greengrass core, and then choose Next.

SET UP YOUR GREENGRASS GROUP

Every Group needs a Core to function

Every Greengrass Group requires a device running Core It enables com ion between Devices, local Lambda functions,
and AWS cloud computing services. Adding information to the Registry is the first step in provisioning a device as your Greengrass Core.

MyFirstGroup_Core

Show optienal configuration (this can be done later) -

“

3. Choose Create Group and Core.

Run a scripted easy Group creation

In prder 1o speed LR And SEEEEy Groun Creation AWS will hacadhe The
procosses and use defach settings. By proceeding 10 the Naxt S9ep, yOu ano gving permission for
s 50 complete The following Steps.

AWSE Greengrass will take thess sctions on your Behall using default sstinga:

Create a new Greengrass Group in the cloud Laam mons
Provision a new Sore in the 10T Regestry and add 1o he Grous Laam mons
Generate publc and private ey set for your Core Laam mons
Generate a new security Certficate for the Core using e keys Laam mons
Adtach a defach sacurty policy 10 the certficats Laam mons
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4. Click the links to download the private key, public key, and certificate for your AWS
Greengrass core.

Connect your Core device

The final steps are to load the Greengrass software and then connect your Core device to the
cloud. You can defer connecting your device at this time, but you must download your public
and private keys now as these cannot be retrieved later.

Download and store your Core's security resources

A certificate for this Core f4bedf2917.cert.pem —

A public key f4bedf2917.public.key

A private key f4be4f2917.private.key —
Core-specific config file config.json —

Download these resources as a tar.gz

5. Choose the AArch64(ARMv8)(for your dragonboard 410c)and then choose Download
Greengrass to download the Greengrass software package. When the download is
complete, choose Finish.

Download the current Greengrass Core software

To install Greengrass on your Core download the package and follow Getting Started Guide .

Software configurations All - Al -
Architecture ~ Distribution ~ 05~
x86_64 Amazon Linux Linux Download
ARMvE (AArch64) Ubuntu 14.04 - 16.04 Linux Download
ARMvTL Rasphbian Jessie Linux Download
xB86_64 Ubuntu 14.04 - 16.04 Linux Download

By downloading this software you agree to the Greengrass Core Software License Agreement .
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Copy and Extract the Greengrass Software Package onto your core
device(Dragon-board-410c):

1. Determine the IP address of the device where you will install the AWS Greengrass core
software (Dragonboard 410c).

2. The name of Greengrass software package, “greengrass-platform-version.tar.gz”

3. Use the scp command to copy the Greengrass software package into the home directory
of your AWS Greengrass core device. (Use the IP_ADDRESS of your Greengrass core
device).

$ scp greengrass-platfrom-version.tar.gz linaro@IP_ADDRESS:~

4. Similarly copy the all the certificates & key into the AWS GreenGrass core device
(Dragonboard 410c).

5. On your AWS Greengrass core device (Dragonboard 410c), use the following command
to expand the package,

$ sudo tar -zxvf greengrass-<os-name>-<platform-type>-

<version>.tar.gz -C /

Install Certificates on your AWS Greengrass Core Device (Dragon-
board 410c):

1. Download the AWS IloT root CA certificate from Symantec/Version. You can download
from command-line of host machine,

$ wget
https://www.symantec.com/content/en/us/enterprise/verisign/roots/Veri

Sign-Class%203-Public-Primary-Certification-Authority-G5.pem

2. Move downloaded file into AWS GreenGrass core device (Dragonboard 410c) using scp
command, (Use Dragonboard 410c ipaddress)
$ scp VeriSign-Class\ 3-Public-Primary-Certification-Authority-G5.pem
linaro@IP_ADDRESS:~

3. Move the file in device to /greengrass/certs directory. Command as follows,

$ sudo mv VeriSign-Class\ 3-Public-Primary-Certification-Authority-

G5.pem /greengrass/certs/root-ca.pem

4. Copy the AWS Greengrass core's private key and certificate and the AWS IoT root CA
certificate into the /greengrass/configuration/certs directory of your AWS Greengrass core
device. Use the following names,
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File

Description

cloud.pem.crt

The AWS Greengrass core certificate downloaded from the
console (for example, 61970a435c-certificate.pem.crt or
b01d32b3f6.cert.pem).

cloud.pem.key

The private key downloaded from the console (for
example,61970a435c-private.pem.key or
b01d32b3f6.private.key).

root-ca.pem

The AWS IoT root CA certificate from Symantec.

NOTE: You can use the scp command to copy the files to your AWS Greengrass core device. By
default, you do not have permission to copy the files directly to greengrass directory. To work
around this, copy the files to your user directory and then use move the files to the
/greengrass/configuration/certs directory.

Configure your Greengrass core:

You need to associate your AWS Greengrass core with the AWS loT thing you created for it. You
do that by using the thing's ARN, the unique identifier assigned in the cloud to your AWS
Greengrass core device when you provisioned it.

1. Find the thing ARN for your AWS Greengrass core. In the AWS Greengrass console,
from the navigation page, choose Groups.

4y aws 1o

Welcome to AWS Greengrass

Page 18 of 54




GLOBAL =DG=

Intelligence Of Things

2. Choose your group to display its detail page.

aws Services v  Resource Groups ~ %
fﬁ]} AWS loT Greengrass Groups

Greengrass

Groups

3. In the navigation pane, choose Cores.

4. Choose your AWS Greengrass core to display its detail page.

lloT_Vineyard

Not deployed

Deployments Cores

lloT_Vineyard_Core

5. Copy the ARN of your AWS Greengrass core.

lloT_Vineyard_Core

Details Thing ARN Edit

Athing Amazon Resource Name uniquely identifies this thing

arn:aws:iot:us-west-2:6014g0 :thing/IToT_vineyard_core

Type

Q  Notype

6. On your AWS Greengrass core device, open your terminal do following,

$ sudo vim /greengrass/configuration/config.json
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Initially it will look like this,
{

"coreThing": {
"caPath": "<ROOT_CA_PEM_HERE>",
"certPath": "<CLOUD PEM _CRT_HERE>",
"keyPath": "<CLOUD_PEM_KEY HERE>",
"thingArn": "<THING_ARN_HERE>",
"iotHost":
"<HOST_PREFIX HERE>.iot.<AWS REGION_ HERE>.amazonaws.com",
"ggHost": "greengrass.iot.<AWS REGION_HERE>.amazonaws
"keepAlive": 600

}s
"runtime": {
"cgroup": {
"useSystemd": "[yes|no]"

Update the file with following content,

"coreThing": {

"caPath": "root-ca.pem",

"certPath": "cloud.pem.crt",

"keyPath": "cloud.pem.key",

"thingArn": "arn:aws:iot:us-west-
2:601480725282:thing/IIoT_Vineyard_Core",

"iotHost": "your-AWS-IoT-endpoint,

"ggHost": "greengrass.iot.us-west-2.amazonaws.com",

"keepAlive": 600
}s
"runtime”: {
"cgroup": {
"useSystemd": "yes
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Attribute Description

caPath The path to the AWS IoT root CA certificate.

certPath The path to the AWS Greengrass core certificate.

keyPath The path to the AWS Greengrass core private key.

thingArn The ARN of the AWS |oT thing associated with your AWS Greengrass
core.

iotHost Your AWS IloT endpoint. Can be obtained using the aws iot describe-
endpoint CLI command or in the Settings section of the AWS loT
console.

ggHost A fully qualified AWS Greengrass host address. Replace AWS_REGION
with the AWS region you are using.

Start Your AWS Greengrass Core to connect It to the Cloud.
Change to /greengrass directory and run the following command to start your core and
enable a cloud connection to AWS IloT.

$ sudo ./greengrassed start

If the Greengrass daemon started successfully, you should see the following output:

Setting up greengrass daemon
Validating execution environment
ggc_group:x:119:

Found
Found
Found
Found

Found
Found
Found
Starting greengrass daemon
PID: 1306
Greengrass daemon started

cgroup
cgroup
cgroup
cgroup
cgroup
cgroup
cgroup

subsystem:
subsystem:
subsystem:
subsystem:
subsystem:
subsystem:
subsystem:

cpu
cpuacct
blkio
memory
devices
freezer
net_cls

If you see the error like, The cgroup subsystem is not mounted: cpuset
This means cgroup is not mount, to do you need to run a script. Click here for script.
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Install Library to use GPIO of the 96Boards

Update the installed image:

Open your terminal from 96Boards and type below command:

$ sudo apt-get update

$ sudo apt-get upgrade
$ sudo apt-get dist-upgrade

Install Package dependencies:

$ sudo apt-get install git build-essential autoconf automake libtool
swig3.0 python-dev nodejs-dev cmake pkg-config libpcre3-dev
$ sudo apt-get clean

Install 96Boards configuration files:

$ git clone https://github.com/96boards/96boards-tools.git
$ sudo cp 96boards-tools/70-96boards-common.rules /etc/udev/rules.d/

$ sudo vim /etc/profile.d/96Boards-sensor.sh

Append the following lines into the above opened file,

export JAVA _TOOL_OPTIONS="-Dgnu.io.rxtx.SerialPorts=/dev/tty96B0O"
export MONITOR_PORT=/dev/tty96Bo

export PYTHONPATH="$PYTHONPATH: /usr/local/lib/python2.7/site-packages"”

Copy the file,
$ sudo cp /etc/profile.d/96boards-sensors.sh /etc/X11l/Xsession.d/96boards -

sensors

Install and build libsoc:
From your terminal type below command:

cd /home/linaro
git clone https://github.com/jackmitch/libsoc.git
cd libsoc

autoreconf -i
./configure --enable-python2 --enable-board=dragonboard410c
make
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$ sudo make install

$ sudo ldconfig /usr/local/lib

Install and build 96BoardsGPIO:

This library requires libsoc to be installed first. From your terminal type below command:

$ cd /home/linaro
$ git clone https://github.com/96boards/96BoardsGPIO.git
$ cd 96BoardsGPIO

$ ./autogen.sh
$ ./configure
$ make

In case if the make command it shows the following error:

gpdo_id’:

rningn implicit declaration of function ‘strdup’ [-Wimplicit-function-declaration)
har *fixed = strdup(mn name) ;

iop&o €:683117: warning: 1nconpat1b1e implicit declaration of built-in function ‘strdup’
igpdo.e: In fmction ‘g, ]

Please run the following procedure to fix,

$ cd /home/linaro/96BoardsGPIO/1ib

In this Directory you will see gpio.c file. In that file go to line number 98 and modify as follow:

$ sudo vim gpio.c +98

before changing line inside file(gpio.c), It should looks like as below:
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gpio *g = libsoc_gpio request(gpio _id, LS _SHARED)

After changing line inside file(gpio.c), It should looks like as below:

gpio *g = libsoc_gpio_request(gpio_id, LS_GPIO_SHARED)

Add Header file in gpio.c for removing the warnings:

save the gpio.c file and proceed with following command,

cd /home/linaro/96BoardsGPIO
make

sudo make install

sudo ldconfig /usr/local/lib

Reset the system,

$ sudo reboot

Install extra tool packages:
From your terminal application (Dragonboard 410c) type below command for ARDUINO IDE,

$ sudo apt-get install arduino-mk arduino git build-essential autoconf
libtool swig3.0 python-dev nodejs-dev cmake pkg-config libpcre3-dev

$ sudo apt-get clean
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Attach Sensor Mezzanine Board to Dragon-Board 410c

The following figure shows how to attach both board,

Connect Grove Moisture Sensor:

The figure shows how to connect grove moisture-sensor to A0 pin of seeed Sensor Mezzanine
for 96Boards.
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Connect Grove RGB LED Sensor:

The figure shows how to connect grove RGB_LED sensor to KL port pin of seeed Sensor
Mezzanine for 96Boards.
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Connect Grove 10DoF IMU Sensor:

The figure shows how to connect grove 10DoF IMU sensor to i2c port(baseboard) of seeed
Sensor Mezzanine for 96Boards.
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Connect Grove Mini Fan Sensor:

The figure shows how to connect grove Connect grove mini fan sensor to GH port of seeed Sensor
Mezzanine for 96Boards.
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Connect Grove Digital Light Sensor:

The figure shows how to connect grove Connect grove digital light sensor to i2c port of seeed
Sensor Mezzanine for 96Boards.
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Connect All Sensor together:
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Code Dump in Mezzanine Board

1. To download library click here.
2. Unzip the downloaded file,

$ cd /home/linaro/Downloads

$ unzip Grove Digital Light Sensor-master.zip

3. After unzip, rename the folder with Digital_Light_TSL2561(because In Arduino library its
support file with name & number).

$ sudo mv Grove Digital Light Sensor-master Digital Light TSL2561

4. Place Digital_Light TSL2561 library in /usr/share/arduino/libraries from your terminal
application.

$ sudo cp -r Digital Light TSL2561 /usr/share/arduino/libraries

5. Open Arduino IDE.

Systerm Tools

6. Select correct board from tools (in this case select Arduino Uno).
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& ClockDisplay | Arduino 1.0.1

file Edit Sketch (Tools] Help

Auto Format

Archive Sketch

Fix Encoding & Reload
B Serial Monitor

ClockDisplay

Board
\brary Serial Port

{cense A3 3 Programmer
version 2. 1 Burn Bootloader

7. Click on ‘files’ and then click on ‘open’.

CtrisT

Ctrl+ Shift+ M

Arduino Uno

Arduino Duemilanove w/ ATmega328
Arduino Diecimila or Duemilanove w/ ATmegal68
Arduino Nano w/ ATmega328

Arduino Nano w/ ATmegal6s
Arduino Mega 2560 or Mega ADK
Arduino Mega (ATmegal280)
Arduino Leonardo

Arduino Mini w/ ATmega328
Arduino Mini w/ ATmegal6s
Arduino Ethernet

Arduino Fio

Arduino BT w/ ATmega328
Arduino BT w/ ATmegal68
LilyPad Arduino w/ ATmega328
LilyPad Arduino w/ ATmegal68
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8. Select the arduino image(.ino), where your code located.

R l
9. Upload the image,
Click to upload

pfay | Arduino 1.0

tch Tools

ClockDisplay

#define CILX 2
#define DIO 3
TM1637 tml1637 (CLX, DIO):

vid setup O

tmlB37T. et O

tml1B37. iraat O

Timerl initialize (SOO000): timing for SO00ms

Timerl. attachinterrupt (TimingISR): declare the interrupt serve routine Tim

mn

oi1d leep O |
1 £ (Update == ON)

TimeUpdate O:
tmIARIT A er) s (TimeaNi=n)

Arduino Diecimila or Duemilanove w ATmega 168 on COM27
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After dumping the code in Arduino check whether its Working Properly or not. You can verify
using Serial Monitor (icon present at right-most-corner) and click on it.

I images

- #include <math. h-
- #include <\ire. h>
//#include "I2Cdev. h"
/MBinclude "BMP280.h"

#include <Digital Light TSL2561. h=

ture Value 15

Moisture Value 1s

‘[The Light Value:

Morsture Value 1s

The Light Value:

—1-§P28

Autoscroll No | r:T}r_ v | |9600 baud ° _'_’
2 __J [e600 bau ‘tal_Light TSL2S6L.H

_ & "~

After that you close all arduino terminal.
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Register a Device in the Thing Reqistry

To register your device in the thing registry:

1. Onthe Welcome to the AWS IoT Console page, in the left navigation pane, choose
Manage to expand the choices, and then choose Things (as necessary).

4P Aws loT

@ Monitor

& onbosd

S5 Greengrass
& secure
£h At

@ Test

Welcome to the AWS IoT Console

To get started, you can jump into the recommended starting points below, or explore other

Meoo) /72

(@@
N

See how AWS loT
works

FES

Explore an interactive tutorial
through the components of

learning resources as needed.

Connect to AWS
loT

Connect a device, a mobile or
web app to AWS loT in a few

ii:

Explore
documentation

The AWS IoT documentation is
a great resource for more

o

AWS loT.

Start the tutorial

It takes 5 minutes

easy steps!

View connection opti...

details.

Go to documentation

@ Software
{§} Settings
I ® Learn

2. Onthe page that says You don't have any things yet, choose Create a thing.

P aws o L ai— - &
[©]
@
@ Name Type
€ Manage GG_EMEA_Core_Il_Core
Things
GG_EMEA_Core_Core
GG_EMEA_Core
L
®
&
Iy

Creating AWS loT things

An loT thing is a representation and record of your phyisical device in the cloud. Any physical
device needs a thing record in order to work with AWS loT. Learn more.

Register a single AWS loT thing

Create a thing in your registry Create a single thing

Create many things

Bulk register many AWS loT things

Create things in your registry for a large number of devices already using AWS loT, or
register devices so they are ready to connect to AWS loT.
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3. Onthe Register a thing page, in the Name field, type a name for your device, such as
Moisture. Choose Next to add your device to the thing registry.

CREATE A THING

Add your device to the thing registry

This step creates an entry in the thing registry and a thing shadow for your device.
MName

Moisture

Apply a type to this thing

Using a thing type simplifies device management by providing consistent registry data for things that share a type. Types provide things with a2
common set of attributes, which describe the identity and capabilities of your device, and a description.

Thing Type

No type selected - Create a type

Add this thing to a group

Adding your thing to a group allows you to manage devices remotely using jobs.

Thing Group

Groups [ Create group Change

Set searchable thing attributes (optional)

Enter 3 value for one or more of these attributes so that you can search for your things in the registry.

Attribute key Value

Provide an attribute key, e.g. Manufacturer Provide an attribute value, e.g. Acme-Corporation Clear

Show thing shadew =
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Create and Activate a Device Certificate:

1. Next Screen allows you to add a certificate to your thing. Select “One-click certificate
creation”

CREATE ATHING

Add a certificate for your thing

A certificate is used to authenticate your device's connection to AWS loT.

One-click certificate creation (recommended)

This will generate a certificate, public key, and private key using AWS loT's certificate
authority.

Create with CSR

Upload your own certificate sighing request {CSR) based on a private key you own.

X Create with CSR

Use my certificate

Register your CA certificate and use your own certificates for one or many devices.

Skip certificate and create thing

You will need to add a certificate to your thing later before your device can connect to AWS Create thing without certificate

leT.

2. On the Certificate created! page, choose Download for the certificate, private key, and
the root CA for AWS loT (the public key need not be downloaded). Save each of them to
your computer, and then choose Activate to continue.

Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, you need to download the following:

A certificate for this

. 2a540e2346.cert.pem Download
thing
A public key 2a540e2346.publickey Download
A private key 2a540e2346. private key Download

You also need to download a root CA for AWS loT from Symantec:
A root CA for AWS loT Download

Attach a policy

Be aware that the downloaded filenames may appear differently then those listed on the
Certificate created! page. For example,
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e 2a540e2346-certificate.pem.crt
e 2ab40e2346-private.pem.key
e 2ab40e2346-public.pem.key
After Downloading all keys rename as,
e Moisture.cert.pem
e Moisture.private.key
e Moisture.public.key
And rename root certificate as root-CA.crt. Also click on “Attach a policy” button below:

Attach a policy

o]

Select your appropriate policy like i choosen below,

CREATE ATHING

Add a policy for your thing

Select a policy to attach to this certificate:

Search policies

[ lloT_Vineyard_Core-policy View
MyAWSIoTPolicy View
1 paticy setected

3. Choose “Register Thing”.
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Attach a Certificate to a Thing:

To attach a certificate to the thing representing your device in the thing registry,
1. Inthe box for the certificate you created, choose ... to open a drop-down menu, and then
choose Attach thing.

ﬁ]} AWS loT Certificates
@
fa79f8c313 b01d32b3f66a2aazfé... f4be4f2917c765c5a5. ..

[ ACTIVE X ACTIVE ACTIVE

¢ Deactivate
[e] Revoke
i

e

© seaure

Certificates

Attach polic
Attach thing
Download

Delete

B g

2. Inthe Attach things to certificate(s) dialog box, select the check box next to the thing
you registered, and then choose Attach (Your thing name will be Moisture instead of
MyloTButton).

Attach things to certificate(s)
Things will be attached to the following certificate(s):
fa79f8c3131887840cf9547d633f69a824136969766chc2f3a7a3cheele2dch
Choose one or more things

Search things

GG_EMEA_Core_lI_Core
GG_EMEA_Core_Core
GG_EMEA_Core

B Moisture

Ehing selected
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Add Your device to a Greengrass Group:

1. Inthe AWS Greengrass console, from the navigation page, choose Groups.

a_‘v_\'§ Services ~  Resource Groups ~ *
&y aws 17 Greengrass Groups

lloT_Vineyard
GR GRASS GROUP

Groups

2. Choose your Greengrass Group.

lloT_Vineyard

Not deployed i

| oeptoyments Group history overview By deployment -

3. In the navigation pane, choose Device and select Add Device.

lloT_Vineyard

Not deployed Actions ~

Devices Add Device

Make Devices aware of your Core
Greengrass allows you to connect devices at the edge. Greengrass Devices share the same SDK as loT

‘Things. You can Use Subscriptions te connect them to each other, to Lambda functions or directly to
cloud services

Leam sout pevices | m
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4. Choose Select an IoT Thing and select your device name(Moisture) and choose

finish.

ADD ADEVICE
Add a Device

Greengrass Devices can be created by re-purposing an existing loT Thing fram your Registry or by creating new Registry items, and then adding
them to 2 Greengrass Group.

Create a new Device

o Wil create 3 new Device and Generate a ceriicate, 2 private key and 3 | Create New Device ‘
public ey,

Use an existing loT Thing as an Device
Select an loT Thing
‘You can 2dd an existing loT Thing to your Group.

cnest m

ADD ADEVICE

Use an existing loT Thing as a Device

You can select an existing AWS IoT Thing and import it into the Greengrass Group as 3 Device.
Select a Thing
Search Things

lloT_Vineyard_Core

@ Moisture

NOTE: Follow the above procedure (8.1 to 8.4) to create a thing (like Moisture) for Fan,

Temperature, RGB_LED
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Deploy all the device in Greengrass:

1.

2.

w

From AWS IoT console, go through Greengrass and choose Groups and select
GreenGrass_Group.
From GreenGrass_Group, in navigation pane choose Devices.

lloT_Vineyard

Not deployed

Devices Add Device

Temperature LOCAL SHADOW ONLY
I Devices pEvIcE

Fan LOCAL SHADOW ONLY

DEVICE

RGB_LED LOCAL SHADOW ONLY

DEVICE

Moisture LOCAL SHADOW ONLY

DEVICE

You will see all devices in GreenGrass_Group.
Before Deploying, open a terminal application from your core device (Dragonboard
410c), Go to /greengrass directory and start your greengrass to run.

$ cd /greengrass

$ sudo ./greengrassed start

After running greengrass in core devices(DragonBoard410c).
From the Actions menu, choose Deploy.

lloT_Vineyard

Not deployed

Devices

On the Configure how Devices discover your Core page, choose Automatic

detection.
'YOUR FIRST DEPLOYMENT
Configure how Devices discover your Core

In order for your Group's Devices to discover and communicate with your Core they must be able to acquire connectivity information
{e.g. IP address, DNS, port, etc. before connecting.

Automatically detect Core endpoints (recommended)
Greengrass will detect and override connection information as it changes.

Manually configure Core endpoints

Manually configure
Manually manage connection information. This can be accessed via your Core device's settings.

pr——
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Your deployment might take a couple of minutes. You will know the deployment was
successful when a Deployment successfully completed message is displayed in the
group details page.

lloT_Vineyard

Successfully completed

I Deployments Group history overview By deployment h
Deployed Version Status
Jun 18, 2018 4:05:28 PM -0700  04b3e567-7024-4084-bbGe-ecf4cOff368d ® Successfully complet...

Create Lambda Function

Create a “Hello World” Lambda Function:

AWS Greengrass cores can run Lambda functions in response to messages sent by your devices
(or other Lambda functions). You will now create a Lambda function that you will add to your AWS
Greengrass group and then deploy it to your AWS Greengrass core.

1.

2.

From the Service drop-down menu, navigate to the AWS Lambda console.

i‘i Services » Resource Groups v % Jay ~  SelectaRegion v Support ~
History Lam Group A-Z
AWS loT

Lambda

Run Code without Thinking about Servers . . .
lication Services

CodeBuild ) Functions
Build and Test Code £

Lex Gateway
Build Vioice and Text Chatbots fic Transcoder
Lo GUUBFIpEITE NIESIS
Batch X-Ra Data Pipeline
! QuwckS\Zm z £5) Messaging
Simple Queue Service
£ storage E Management Tools Simple Notification Service
s3 CloudWatch @ Artificial Intelligence SES
EFS CloudFormation Lex
Glacler CloudTrail Polly . .
Storage Gateway Config Rekognition [ Business Productivity
OpsWorks Machine Leaming WorkDocs
— Service Catalog WorkMail
E] Database Trusted Advisor N . Amazon Chime
RDS Managed Servioss @W Internet Of Things
DynamoDB AWS loT
he LEJ Desktop & App Streaming

@ Feedback @ English ne. or it s. All righ ed.  Privacy Policy  Terms of Use

In the Lambda console, choose Create a Lambda function.
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COMPUTE

AWS Lambda Get started
lets you run code without thinking

Author a Lambda function from scratch, or choose from one of
many preconfigured examples.

about servers.

Y thi consum

3. Inthe Filter text box, type Greengrass, and then choose the greengrass-hello-world
Lambda function blueprint for python.

Fur

Create function

Author from scratch Blueprints o Serverless Application Repository

Start with a simple "hello world” example

T
<

=

R =2

(|

Blueprints

keyword : green ®

greengrass-hello-world

Deploy this lambda to a Greengrass core

i a hello world message to a where it will send a hello w

python - greengr t - hello world nodejs6.10 - green ot - hello world

4. Choose Configure.
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5. Scroll down until you see Lambda function handler and role. For Role, select Choose
an existing role. For Existing role, select any role. If you don't have a role, select
Create a new role from template(s), and then choose any template from the Policy
templates drop-down list. Choose Next.

Lambda Functions Create function Using blueprint greengrass-hello-world

A\ This function contains external libraries. *

Basic information o
Mame
lloT_Vineyard

Role
Define Learn mare

Create new role from template(s) v

Role name

loT_Wineyard_Lambda_Role

@ This new role will be scoped to the current function. To use it with other functions, you can modify it in the IAM console

Policy templates
rhoose one or more policy & i Laarn rmere about t

Basic Edge Lambda permissions X

6. On the Review page, choose Create function.

Lambda function code

Cade is pre-configured by the chosen blueprint. You can configure it after you create the function.

Runtime

* These fields are required.

G Previous m
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7. Now you copy the lambda function code from software package and need to publish a
new version of the Hello World (or your function name) Lambda function and configure
the handler (iiot_event_handler) function name in the handler text box. From the

Actions menu, choose Publish new version.

¥  Oregon ¥  Support ¥

- .
[ T Services v  Resource Groups v *

ARN - arm:aws:lambdatus-west-2:807299934240:function:HelloWorld

Qualifiers ¥ H| Actions ¥ “

HelloWorld
Configure test event
@ Congratulations! Your Lambda function "HelloWorld" has been successfully created. You can now click on the "Test" b

Lambda Functions HelloWorld

event and test your function. Create alias

Delete function

Export function

/\ This function contains external libraries. Uploading a new file will override these libraries.

Code Configuration Triggers Tags Monitoring

Code entry type

Edit code inline

a2k
o

8. In Version description, type Test, and then choose Publish.

Publish new version from $LATEST

Publishing a new version will save a "snapshot” of the code and configuration of the $LATEST version. You will be unable to

edit the new version's code. Please click to confirm.

Version description

| Tesﬂ
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Add the Lambda Function to Your Group Definition:

Next, you are going to add the Hello World Lambda function to your group definition. After it is
deployed locally, that function sends data back to the AWS loT platform and shows you have a
deployed a functioning core.

1. Inthe AWS loT console, choose Greengrass, and then choose Groups.
2. Select the title for your group.

3. Inthe navigation pane, choose Lambdas, and then choose Add your first Lambda.

Deployments Lambdas Add Lambda

Routes
Cores

Devices

|
Settings

Bring Lambda functions to the Edge

Greengrass allows you to extend Lambda functions to the edge. Lambda functions are small
applications that can run on-demand or indefinitely. You can use local Lambda functions to
respond to devices offline as you would with a connection to the Cloud.

Add your first Lambda

4. Choose Use existing Lambda.

Add a Lambda to your Greengrass Group

cligue.lambda.function.add.intro

Create a new Lambda function
Create new Lambda

You will be taken to the AWS Lambda Console and can author a new Lambda function.

Use an existing Lambda function
Use existing Lambda
You will choose from a list of existing Lambda functions.
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5. Select the Lambda function you created earlier, and then choose Next. If you create many
Lambda functions for Greengrass, you can organize them, and make searching for them
easier, by using the Lambda function tagging feature. AWS Greengrass supports
searching for Lambda functions by their tags in this console pane.

ADD A LAMBDA TO YOUR GREENGRASS GROUP

Use existing Lambda

Select a Lambda

Search all Lambda functions and tags

@ lloT_vineyard Python 27

HelloWorld Python 2.7

feneet fck “

6. Select the version of the Lambda function to use, and then choose Finish.

ADD A LAMBDA TO YOUR GREENGRASS GROUP

Select a Lambda version

Select a Lambda version

- m
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Add Subscription to Your Group Definition:

1. Inthe AWS Greengrass console, find your group, and then select it.
2. On the group details page, choose Subscriptions.
3. Choose Add your first Subscription.

lloT_Vineyard

ly completed

Deployments Subscriptions Add Subscription

I Subscriptions

[0 0]
®s O
o®
ambd 0
v

‘Want to connect assets in your Group?
Greengrass Cores can pass messages between Devices, Lambda functions and even AWS using the MQTT

Pratocol. These components can interact using Subscriptions, which are pre-defined to enable greater
security and predictable interactions.

Learn about Subseriptions ‘ Add your first Subscription

4. Under Select a source, choose your device name(Moisture).
5. Under Select a target, choose your created lambda function.
6. Choose Next.

(CREATE A SUBSCRIPTION

Select your source and target

A Subscription consists of a source, target, and topic. The source is the originator of the message. The target is the destination of the message.
The first step is selecting your source and target.

Select a source

4% Moisture GREENGRASS DEVICE Edit

Select a target

() lloT_Vineyard LAMBDA Edit

cenet fack n
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7. In Optional topic filter, type ggClient/moisture, and choose Next.

CREATE A SUBSCRIPTION

Filter your data with a topic

Your Source publishes data to your Target Asset. A topic filter can be used to constrain or cantrol what data is sent to the Target. If you do not
include a topic filter, all messages from the Source will be passed to the Target.

Source

- .
@b Moisture GREENGRASS DEVICE

Optional topic filter How do | enter a topic filter?

Target

lloT_Vineyard LAMEDA

bk

8. Choose Finish to confirm and save your subscription.

CREATE A SUBSCRIPTION

Confirm and save your Subscription

Your Subscription is complete and your objects are connected in this Group. You can now save, and then deploy your new Group definition to
have this change take effect

4% Moisture GREENGRASS DEVICE
gyClient/moaisture

lloT_Vineyard LAMBDA

fock “

9. Repeat steps from 3 to 8 to add subscriptions for Fan, RGB_LED and Temperature,
Based on the below configuration.

Source Target topic-filter

Moisture your lambda-function ggClient/moisture

your lambda-function | RGB_LED ggClient/rgblisten

Temperature your lambda-function ggClient/temperature

your lambda-function Fan ggClient/fanlisten
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If you add all, the following figure shows look as given below:

lloT_Vineyard

Successfully completed

Deployments Subscriptions Add Sehecription

Subscriptions

Source Target Topic

40 Moisture @) NloT_Vineyard:2 ggClient/moisture

40b Temperature W oT_Vineyard:2 goclient/temperature

&) lloT_Vineyard:2 @ Fan goClient/fanlisten

@) lloT_Vineyard:2 b REB_LED ggClient/rgblisten

Deploy your Group:

You have created a group and a core definition, but this information exists only in the cloud.
Deploying a group takes this configuration information and copies it onto your AWS Greengrass
core device.

1. Inthe AWS Greengrass console, choose Groups, choose your group, and then choose
Deployments.

NOTE: Before Deployment, open a terminal application from your core device
(Dragonboard 410c), Go to /greengrass directory and start your greengrass to run.

$ cd /greengrass

$ sudo ./greengrassed start

2. From the Actions menu, choose Deploy.

MyFirstGroup
Not deployed Actions ~
| veptoyments Group history overview By deployment Delete Group

Cores
Devices
Lambdas

Settings
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3. Onthe Configure how Devices discover your Core page, choose Automatic

detection.

YOUR FIRST DEPLOYMENT

Configure how Devices discover your Core

In order for your Group's Devices to discover and communicate with your Core they must be able to acquire connectivity information

(e.g. IP address, DNS, port, etc.) before connecting.

Automatically detect Core endpoints (recommended)

Greengrass will detect and override connection information as it changes.

Manually configure Core endpoints

Manually manage connection information. This can be accessed via your Core device's settings.

Automatic detection

Manually configure
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4. Onthe Grant permission to access other services page, choose Grant permission.

YOUR FIRST DEPLOYMENT

Grant permission to access other services

Why does Greengrass require a service-level role permission to function?

AWS Greengrass service works with other services like AWS loT and AWS Lambda. In order to
function properly Greengrass needs your permission to access these other services and read
and write data on your behalf. You can also see the specifics of this managed poilcy

You only need to complete this step once for all groups. You can modify the service-level role
permission in the loT settings.

Back Grant permission

Your deployment might take a couple of minutes. You will know the deployment was successful
when a Deployment successfully completed message is displayed in the group details page:

lloT_Vineyard

Successfully completed Actions ~

I Deployments Group history overview By deployment -
Subscriptions
Deployed Version Status
Cores
- Jun 19, 2018 4:53:52 PM -0700 C7004917-03ca-4562-8c02-fd93db28c32d @ Successfully complet. .
evices
Lambdas Jun 19, 2018 4:05:28 PM -0700 04b2e567-7024-4084-bbbe-ecf4cOff368d @ Successfully complet. .

Resources

Settings
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Installation of necessary packages

Installation of node.js6x:

From your terminal in DragonBoard 410c type below command to install in root user,

$ sudo su -
$ curl -sL https://deb.nodesource.com/setup 6.x | bash -
$ apt-get install -y nodejs

Installation of aws-iot-device-sdk for python:
From your terminal in DragonBoard 410c type below command to install,

$ git clone https://github.com/aws/aws-iot-device-sdk-python.git
$ cd aws-iot-device-sdk-python
$ python setup.py install

Installation of smbus:

From your terminal in DragonBoard 410c type below command to install,

$ sudo apt-get install python-smbus

NOTE: For configuring and starting the sensor and web application please, refer to the
GitHub repository:

https://github.com/globaledgesoft/smartvine-greengrass
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